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http://www.gevent.org/
https://github.com/CoreSecurity/pysap
http://flask.pocoo.org/

SERVICES

SAP MESSAGE

ROUTER SERVER GATEWAY

DATA STORE




HTTP-based
services

ICM
MESSAGE SERVER

WEB DISPATCHER

NW GATEWAY

ROUTER

MESSAGE SERVER

DISPATCHER

GATEWAY

PySAP-based
services



SERVICES



SERVICES



INTEGRATION



INTEGRATION



SAP internal
virtual services
(gateway,
dispatcher,

ms, icm, etc.)

SAPRouter
service

ADVERSARY

Dionaea
(smb, ftp,
mysql, etc.)

THE INTERNET

Kippo
(SSH)



EXAMPLE PROFILE

3) access ICF

services
1) identifies N e e e, —— -
the service

2) scans for exposed T T mmmmmmm -
ICF services

~

HoneySAP

.

PAGE 32

L T ——— g



EXAMPLE PROFILE

e EEN mIm EE EE EE S EE O EE O EE S EE . E .y

~
2) access /’
the services / HoneySAP
I
|
|
' ‘ I
2 ‘l |
LT T pho
=
|
|
|
|
|
I
|
|
|
1) identifies \
the services \\
> ~

s - e o e o o o o e O e e o e . e

PAGE 33

S s . o o o S S O S O e e e e e e



TIME



CHALLENGES



CHALLENGES



CHALLENGES



CHALLENGES

PAGE 38



CHALLENGES



CHALLENGES

PPPPPP



CONTRIBUTIONS



CONTRIBUTIONS

https://github.com/CoreSecurity/
http://corelabs.coresecurity.com/
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https://github.com/CoreSecurity
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