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What is binary diffing ?
= Compare byte a byte 2 binary files

= Binary File Examples:

@ CoOo=s
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What Is executable binary diffing ?

= Compare functions between 2 executable
binary files.

= [t’s necessary to use heuristics ( compare byte
to byte doesn’t work ! )

@‘EEFIE
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Why we need to compare binary files ?

— Because we don’t have the source code ®

FILE1l.C

FILEZ.C/FILE.OBJ

FILE3.C

H_/

PROGRAMER

@‘EEFIE
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What is the use of that ?

= Looking for coincidences:
— Code Theft Detection

= Looking for differences:
— Security Patch Detection
— Added/Removed Code Detection

= Misc:
— Virus/Worms Mutation Detection, Firmware Updates

CoOo=s
L /3=
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“C” Code Example

void check _arguments ( int argc, char *argv [])

1
If (argc==3)
1
printf ( "'arguments ok\n" );
}
}

Q‘EEFIE
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“asm x86” Code Example

-text:008461015 check arguments proc near ; CODE XREF: main+9Tp
-text:aaua1e15s

text:a8481815 arg @ = dword ptr 8

text:aaug1e15s

-text 004618015 push ebp

-text:o04a1816 mouv ebp, esp

-text 08481018 Chp [ebp+arg 8], 3

-text:a848181C jnz chort loc 481829

-text:aous161E push offset format ; 'arguments okin"
-text:08481823 call _printf

-text 084010828 pop BCH

-text:a04810629

-text 08481829 loc 481829: ; CODE XREF: check_arguments+77Tj
-text:004081829 pop ebp

-text 0840810824 retn

-text: 00481824 check arquments endp

CoOo=s
L /3=
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SECURITY TECHNOLOGIES

“binary x86” Code Example

check parameters function

Ui8 ull ullFN...3-
B3+]+ i85 AMulhi
AR.FX(..Y]+EdEfD
:C++HODKET ,i@.1iN
i@.-ald#i@.Rj.F-
.text:@0o401050 &..1-Full..2FNN..
.text:00481060 Fol..j.FCE..Yh+3
.text:PO4A1070 40 B0 6n G0 EE 9B 88 00 08 A3 27 A1 40 00 6 B0 Q@.j.F¢B..0"1i@.5.
.text:@O4B1080 E9 AF 6A @0 08 E9 AE 1C 08 68 33 CO A0 11 A1 48 Txnj..T«l..3+30iE
.text:@O4B1090 B8 C3 A1 27 A1 48 @0 C3 6O BB 69 58 BA BC 53 68 .+i'i@.+ +_P!+Sh
.text:004010A0 AD OB B0 B0 C3 BY 9C 6@ OO B0 BB CY 74 4D 83 3D ;H..+!'F.._ .N+tHi=
.text:@O4B10EA 1F A1 40 68 08 73 BA B8 FE ©0 B0 00 E8 D7 FF FF NiE..sH+!...F+

.text:@O4B1BCO FF BY OC @9 09 60 51 6 OB E8 58 B8 ©O@ 00 50 E8  !F...0jHFXE..PF
.text:@OuA10D0 7C 88 00 @9 OB CA 75 Bn BB FD 00 PO @0 EB B6 FF |&..NM+ull+2___F!

-text: 004081000
-text:B0481010
-text:8a4818240
-text:00481830
-text: 004081040

CoOo=s
L /3=
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SECURITY TECHNOLOGIES

“function graph” example

2 1, I
an4a1 15
ag4a1 15
geu@1 15 ; attributes: bp-based frame
agya1 s
884810815 check_arguments proc near
aa4a1 815
A4e1815 arg_ A= dword ptr &
an4a1e1s
80481015 push ebp
88481816 mow ebp, esp
28481818 cmp [ebp+arg_8], 3
aeue1Mc jnz Short loc_ 481829
%I
BNl
88481 01E push offset format ; "arguments okiwn"
86481823 call _printf
0481828 pop BCX
¥
EIN L
aeL81829
20481829 loc_ L4B1829:
88481829 pop ebp

20481827 retn
80481820 check_arguments endp
a848182A

L /3=
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“partial call graph” example

check_ _arguments

cﬂ:ﬂ:FﬁE

www.coresecurity.com
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testl.exe ( vulnerable application )

void file_reader ( FILE *f, char buffer [ 256 ])
{
int len;, - ——— -2 .147.483.648 to 2.147.483.647

/* Read the len */
fread ( &len, sizeof (int),1,f);

[* Check the len */
If (len <= 256 ) < —————— SECURITY PROBLEM

{

/* Read the data */ EXAMPLE (signed/unsigned)
fread(buffer ,, 1,f); LEN = -1

} LEN = 4.294.967.295

Y0 to 4.294.967.295

www.coresecurity.com



test2.exe ( the patched application )

void file_reader ( FILE *f, char buffer [ 256 ])

{
unsigned int len; ————————— SECURITY PATCH

/* Read the len */
fread ( &len, sizeof (unsignedint),1,f);

[* Check the len */
if (len <=256)
{
[* Read the data */
fread ( buffer ,len,1,f);

}
}

@ CoOo=s

www.coresecurity.com



SECURITY TECHNOLOGIES

Comparing binary diferences

-text:00468168688 G55 8B EC 81 C4 88 FF FF FF 68 84 n8 49 89 8B 45 UI8ii-. hdal.iE
.text:00481618 OC FF 70 64 E8 83 2B 00 ©O 83 C4 08 8D 95 60 FF W pNF3+..53-Hi0.
text-BB4B1620 FF FF 52 S8 E8 67 68 68 068 23 C4 88 8B ES 5D C3 RPFE...3-Bis]+

File_reader() (:)

text-0084816878 48 4F
-text:00401080 E@ B2
-text:-0B4B1698 DO EB

90 EB 10 66 62 3A 43 2B 2B A-B[Y]BEdRfb:C++
A1 40 00 A1 13 A1 40 80 C1 HOOKET ie.imie.-
52 6A 00 ES 4D 83 00 00 8B aMGRiR@.Rj.FM3..I1
ES ©OC B4 00 00 ES 4F 10 60 -Ful..ZFEN..Fol.

PATCH

-text:00401000
-text:op4018108
-text:@p401020

FF 68 84 A8 48 B8 8B A5 UI8ii-. hdaR.iE
00 83 C4 08 8D 95 00 FF N pHF3+..3-Mib.
88 23 C4 B8 8B ES 5D C3 RPFE...3-Bis]+

File_reader()

EB 18 66 62 30 43 28 2B &-M[Y]QEdmfb:C++
46 88 A1 13 A1 48 88 C1 HOOKET i@.imi@.-
6A 68 ES 4D 83 688 688 8B aN(Mi@.Rj.FHMA..Y
OC 84 88 08 ES 6F 10 88 -Full..ZFEN..Foll.

-text:oB4081870
-text:00408108880
-text: 040810890

CoOo=s
L /3=
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SECURITY TECHNOLOGIES

Comparing function graph differences

8040810830 8481838
oeLB1838 2L 81830
88408108208 ; Attributes: bp-based Frame agL818308 ; Attributes: bp-based frame
oeLB1838 2L 81830
00401838 ; int _ cdecl file_reader{FILE =*stream, 884091830 ; int _ cdecl file_ reader{FILE =stream, int)
804810838 file_ reader proc near 88481838 file_ reader proc near
oeLB1838 2L 81830
af4p16828 ptr= dword ptr —4 ague18320 ptry= dword ptr -4
08481838 stream= dword ptr a8 4818308 stream= dword ptr 8
08481838 arg_4%= dword ptr ach 4818308 arg 4= dword ptr ach
ae4681838 agL8183 808
08481838 push ebp 481838 push ebp
A848108231 movw ebp, esp 884810831 mow ebp, esp
00481833 push ecx 88481833 push ecx
08481834 push ebx a4 81834 push ebx
884681835 mow ebx, [ebp+stream] 8481835 mou ebx, [ebp+stream]
004081838 push ebx ; stream Jooue16838 push ebx ; stream
804681839 push 1 s n 88481839 push 1 ;N
Ag4u8183E push n ; size a0481 0838 push n ; size
884681830 lea eax, [ebp+ptr] 88481830 lea eax, [ebp+ptr]
88481848 push eax : ptr a84818408 push eax : ptr
aaLae1841 call _Fread agLae1aha1 call _Ffread
80481846 add esp, 18h 084818446 add esp, 18h
0848184 [ebp+ptr ], 188h agL 81849 [ebp+ptr] . 188h
Bl]ul:ﬁﬂ?ﬁ jag \ short loc_40810863 a4y 61 BSﬂ ja s short loc_L481863
Ne— I? [ N I? [
ER Ml EA MLl
84681852 push ebx ; stream 884810852 push ebx : stream
88481853 push 1 s N 884081853 push 1 N
@6a4 81855 push [ebp+pty] ; size 084081055 push [ebp+ptr] ; size
a6481858 push [ebp+arg_4] ; ptr an4 81858 push [ebp+arg_4] ; ptr
8848185B call _fread aegL48185B call __Fread
481868 add esp, 18h aeLPe18608 add esp, 18h
ki
= . MY BNl
8840610863 a4 01863
884081863 loc_ 481863 : 84018563 loc_ 481863
88481863 pop ebx 884081863 pop ebx
8840810864 pop ecx agL 0818654 pop ecx
884810865 pop ebp 884818565 pop ebp
8840810866 retn a4 81856 retn
ag4e1066 file_reader endp 8049108566 Ffile_ reader endp
08481866 084818466
— —
CoDoO/A=
L —A3a=
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Simple Difft Demo (1+1=2)

Diffing “testl.exe” vs “test2.exe”
—Using Bindiff v2 (commercial)
—Using Patchdiff v2.0.6 (free)

—Using Darumgrim 2 v1.0 (free)
—Using Turbodiff 1.01b release 1 (free)

@ CoOo=s




Once upon a time ...

CoOo=s
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An exploit writer

CoOo=s
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And a boss ...

Q CoOo=s
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One day his boss
said

Q‘:EFIE




Story
Hey look at this |

= Vulnerability on testl.exe
= CVE-9999-9999
= Patch Avallable from here

CoOo=s
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SECURITY TECHNOLOGIES

Story

) 0 0 0 0000000000000 0000000000000 0000000C0C0CO0O0O0O0COO0COOCOOOOOOO0OOCOEOOCOO0COO0OD0COOEOCOEOOCOEOCEOCOONOCOEONONONONONOEONOONOPEONONONEOPEONONONOONONONONONONONONONONONONONONONONONONONONONONONONOSNONONONONONOSNEONONODS

Do the exploit |

L /3=
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No problem the
exploit writer said

CoOo=s
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I will find the
vulnerability with
bindiff ...

Q‘:EFIE




SECURITY TECHNOLOGIES

Story

Mmm it's rare ...

CoOo=s
L /3=
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I couldn't find the
vulnerability ...

CoOo=s
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I going to use
another differ ...
Patchdiff

Q‘:EFIE




SECURITY TECHNOLOGIES

Story

CoOo=s
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It's my last chance
said the EW

Q‘:EFIE




Please Darumgrim 2
help me |

Q‘:EFIE




-

#&?7:;%$1111

-

Q CoOo=s
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One week later ...

Q‘:EFIE




His boss asked him

Q‘:EFIE




Are you working
very hard in the
exploit ?

Q‘:EFIE




Yes, of course said
the exploit writer

CoOo=s
L /3=




Story

While he was looking to
Angeline in his screen




Is there another
differ said the

EW?

Q‘:EFIE




SECURITY TECHNOLOGIES

Story

) 0 0 0 0000000000000 0000000000000 0000000C0C0CO0O0O0O0COO0COOCOOOOOOO0OOCOEOOCOO0COO0OD0COOEOCOEOOCOEOCEOCOONOCOEONONONONONOEONOONOPEONONONEOPEONONONOONONONONONONONONONONONONONONONONONONONONONONONONOSNONONONONONOSNEONONODS

Google

Argentina
- - Blsgusds svanzads
@ﬂrf dlﬁD Preferencias
Hemrarientas del idioma
Buscar con Google oy a tener suerte

Buscaren: ™ laWeb © pdginas en espafiol © paginas de Argentina

% Hacer de Google mi pagina de inicio

Programas de publicidad - Soluciones Empresariales - Todo acerca de Google - Google.com in English

22009 - Privacidad

L /3=
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SECURITY TECHNOLOGIES

L /3=
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http://corelabs.coresecurity.c
om/index.php?module=Wiki&a
ction=viewdtype=tool&name=t
urbodiff

CoOo=s
L /3=




Using turbodiff ...

Q‘:EFIE




(

\_

IT WAS
AMAZING !

@ CoOo=s
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Binary diffing problems

= Functions matching:
—testl.main () = test2.main ()
—? testl.sub 401030 () -> test2.?7??

= Searching differences between
matched functions:

—? testl.file_reader () !'= test2.file reader ()

CoOo=s
L /3=
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Functions matching problems

= Uncertainty

= Many heuristics are required for a
correct match

= A good handling of probabilities
IS required (common sense !)

@ CoOo=s
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The simplest Heuristic

= Use symbols if they exist

— High probability of correct
matches

— Matching via function names

» Mangled names ( C ): “ main ()”
» Demangled names ( C++): “file::read ()”

CoOo=s
L /3=
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SECURITY TECHNOLOGIES

Matching functions by name

8040810830 8481838
oeLB1838 2L 81830
88408108208 ; Attributes: bp-based Frame agL818308 ; Attributes: bp-based frame
oeLB1838 2L 81830
804810838 ; int _ cdec file_reader ILE =stream, int) 884818308 ; int _ cdecki Fil reader-JFILE =*=stream, int)
804810838 file_ reader pro A2 aa481838 file_reader prog 3
oeLB1838 2L 81830
af4p16828 ptr= dword ptr —4 ague18320 ptry= dword ptr -4
08481838 stream= dword ptr a8 4818308 stream= dword ptr 8
08481838 arg_4%= dword ptr ach 4818308 arg 4= dword ptr ach
ae4681838 agL8183 808
08481838 push ebp 481838 push ebp
A848108231 movw ebp, esp 884810831 mow ebp, esp
00481833 push ecx 88481833 push ecx
08481834 push ebx a4 81834 push ebx
884681835 mow ebx, [ebp+stream] 8481835 mou ebx, [ebp+stream]
004081838 push ebx ; stream Jooue16838 push ebx ; stream
804681839 push 1 s n 88481839 push 1 ;N
Ag4u8183E push n ; size a0481 0838 push n ; size
884681830 lea eax, [ebp+ptr] 88481830 lea eax, [ebp+ptr]
88481848 push eax : ptr a84818408 push eax : ptr
aaLae1841 call _Fread agLae1aha1 call _Ffread
80481846 add esp, 18h 084818446 add esp, 18h
84681849 cmp [ebp+ptr] . 188h a84 81849 cmp [ebp+ptr], 180h
004010858 jg short loc_ 4810863 I afuP18s0 ja short loc_ 481863
I? [ I? [
ER Ml EA MLl
84681852 push ebx ; stream 884810852 push ebx : stream
88481853 push 1 s N 884081853 push 1 N
@6a4 81855 push [ebp+pty] ; size 084081055 push [ebp+ptr] ; size
a6481858 push [ebp+arg_4] ; ptr an4 81858 push [ebp+arg_4] ; ptr
8848185B call _fread aegL48185B call __Fread
481868 add esp, 18h aeLPe18608 add esp, 18h
-
= . MY BNl
8840610863 a4 01863
884081863 loc_ 481863 : 84018563 loc_ 481863
88481863 pop ebx 884081863 pop ebx
8840810864 pop ecx agL 0818654 pop ecx
884810865 pop ebp 884818565 pop ebp
8840810866 retn a4 81856 retn
ag4e1066 file_reader endp 8049108566 Ffile_ reader endp
08481866 084818466
— —
CoDoO/A=
L —A3a=

NESEANCGH & DEVELDPWENT
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Function list ( example )

test.1.exe test2.exe

00401000 _main - 00401000 _main

00401030 file_reader - 00401030 file_reader
00401068 start - 00401068 start

004010cl _ GetExceptDLLinfo - 004010cl _ GetExceptDLLinfo
004011b8 calloc - 004011b8 calloc

004011e4  rtl _close -004011e4 _ rtl close

004011f4 _ close - 004011f4 _ close

00401204 @ _virt_reserve - 00401204 @ _virt_reserve

CoOo=s
L /3=




SECURITY TECHNOLOGIES

What if we don’t have symbols ?

ER M Ll
604061630 00401830
804616830 A4 01830
aaue10838 ; Attributes: bp-based frame 0040108320 ; Attributes: bp—based frame
804616830 00401830
geuB1838 ; int _ fFile reader{FILE #=stream, int) 8e40818308 ; int _ cdec ILE *stream, int)
00401030 file reader prie—ae 084018308 sub_461030 pro s
804616830 A4 01830
8840816820 ptr= dword pty -4 agL4e16838 pty= dword pty — 4L
004010838 stream= dword pty 82 ag4018328 stream= dword ptr 8
8040810838 arg_%4= dword ptr ach ag4e168328 arg 4= dword ptr ach
80461830 noLe1630 ???
884681828 push ebp 804081838 push ebp 4 4
80401021 movu ebp, esp 904016831 mou ebp, esp
00401832 push ecx 904016833 push ecx
884610834 push ebx a8481834 push ebx
804010835 novu ebx, [ebp+stream] aa4081835 mov ebx, [ebp+stream]
884816838 push ebx ; stream gdu0816838 push ebx : stream
884610839 push 1 :n 904016839 push 1 I
88481838 push n ; size 9040616838 push I ; size
804616830 lea eax, [ebp+ptr] 9040816830 lea eax, [ebprptr]
868401648 push eax ; ptr 90408168648 push eax ; Pty
geag1ea1 call Fread 84681841 call _Ffread
8046816846 add esp, 106h 904081646 add esp, 18h
88481849 cmp [ebp+ptr], 188h g9da01 849 cmp [ebp+ptr], 1006h
ABLB16858 jg chort loc_ 461863 i agLe1858 ja short loc_ 48108063
L.' A
E N1l N M Ll
80481852 push ebx : stream ge4B810852 push ebx ; stream
884810853 push 1 :n 88481853 push 1 :on
004610655 push [ebp+ptr] : size 88481855 push [ebp+ptr] ; size
88481858 push [ebp+arg 4] : ptr 0L 81058 push [ebp+arg_4] : ptr
@4 01858 call Fread a4 81858 call __fread
06461068 add esp. 18n 0401860 add esp, 18h
¥
B MLl ==_N o YA
804616863 88481863
BEAB10862 loc_ A61863: BBL81863 loc_ 481863 =
868461863 pop ebx 88481863 pop ebx
80401064 pop ecx 88481864 pop ecx
BO401055 pop ebp 88481865 pop ebp
00401066 retn 0B4010866 retn
00401066 file reader endp 06481066 sSub_48168360 endp
06401066 00401066
a— a—
CoOR=
L _—A3=

www.coresecurity.com
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Function list without symbols

= test.l.exe test2.exe

= 00401000 main - 00401000 sub_401000
= (00401030 file_reader - 00401030 sub 401030
= 00401068 start - 00401068 sub_ 401068
= 004010cl  GetExceptDLLinfo - 004010c1 sub_4010c1
= 004011b8 calloc - 004011b8 sub_4011b8
= 004011e4 _ rtl close - 004011e4 sub_4011e4
= 004011f4 close - 004011f4 sub_4011f4
= 00401204 @_virt_reserve - 00401204 sub_401204

CoOo=s
L /3=
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Entering the graph world ...

BNl
agua1 15
agua1e15
geu@1 15 ; attributes: bp-based frame
agua1 15
BASIC BLOCK : ggﬂg:g:g check arguments proc near
A4e1815 arg_ A= dword ptr &
agua1e1%
80481015 push ebp
FALSE o i S
A848181C jnz short loc 4810629
CONDITIONAL ] ;l}l -
EDGE BN TRUE
AapLe181E pus i pt format ; "arguments ok\n") | CONDITIONAL
UNCONDITIONAL 2 PP J EDGE
Yy
EDGE B
agua1829
804810829 loc_ 4B1829:
88481829 pop ebp

20481827 retn
80481820 check_arguments endp

CHI LD 88481620

CoOo=s
L /3=
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Essential function graph characteristics

= A function iIs made of:

—Basic Blocks
»Have Parents (calls from functions)
»Have Children (calls to functions)
—Edges
»Conditionals (TRUE/FALSE)
»Unconditionals (GOTOs)

@ CoOo=s
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check_argument () characteristics

= 3 pasic blocks
—2 without children
—1 child
= 3 edges
—1 true
—1 false
—1 unconditional

@ CoOo=s
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Matrix representation

= A=0x401015 B =0x40101e C =0x401029
= 1=greenedge 2=rededge 3 =Dblueedge

\
= * A B C
- ~
= Al - 1 2 CONNECTIONS
_ ) ) A > B
B ] S N
IC\- - - B 2 C
J

2|

CoOo=s
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SECURITY TECHNOLOGIES

The Function Graph Comparation Heuristic

ER M Ll
00401638 aoLe1830
80461838 aoLe1830
aaue10838 ; Attributes: bp-based frame 0040108320 ; Attributes: bp—based frame
80461838 004016830
geuB1838 ; int _ fFile reader{FILE #=stream, int) 8e40818308 ; int _ cdec ILE *stream, int)
00401030 file reader prie—ae BO481830 sub_L4B1838 pro g
80461838 aoLe1830
8840816820 ptr= dword pty -4 agL4e16838 pty= dword pty — 4L
004010838 stream= dword pty 82 ag4018328 stream= dword ptr 8
8040810838 arg_%4= dword ptr ach ag4e168328 arg 4= dword ptr ach
aeu@1838 noLe1630 ???
884681828 push ebp 804081838 push ebp 4 4
80401021 movu ebp, esp 904016831 mou ebp, esp
00401832 push ecx 904016833 push ecx
884610834 push ebx a8481834 push ebx
804010835 novu ebx, [ebp+stream] aa4081835 mov ebx, [ebp+stream]
884816838 push ebx ; stream gdu0816838 push ebx : stream
884610839 push 1 N 864081832 push 1 ;N
88481838 push n ; size 9040616838 push I ; size
884016830 lea eax, [ebp+ptr] 964816830 lea eax, [ebp+ptr]
804616848 push eax : ptr 90408168408 push eax : ptr
B8aE16841 call fread a8481841 call _fread
88461846 add esp, 18h 904016846 add esp, 10h
884016849 cmp [ebp+ptr], 188h 9640816840 cmp [ebp+ptr]. 106h
ABLB16858 jg chort loc_ 461863 i agLe1858 ja short loc_ 48108063
I? [ I? [
EH MLl ER M.l
80481852 push ebx : stream ge4B810852 push ebx ; stream
884810853 push 1 :n 88481853 push 1 :on
004610655 push [ebp+ptr] : size 88481855 push [ebp+ptr] ; size
A0401858 push [ebp+arg 4] ; ptr 86481858 push [ebprarg 4] : ptr
004010858 call fread 88481858 call _Ffread
0O4O1060 add esp, 16h poue1068 add esp. 18h
¥
MLl ==_N o YA
BORD1063 80401863
BBLE106% loc L81863F - 80401863 loc 4810863
868461863 pop ebx 88481863 pop ebx
80401064 pop ecx 88481864 pop ecx
BO401055 pop ebp 88481865 pop ebp
00401066 retn 0B4010866 retn
00401066 file reader endp 06481066 sSub_48168360 endp
06401066 00401066
— —_—
CoOR=
L _—A3=

www.coresecurity.com
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testl.file reader vs. test2.file reader

= A=0x401030 B =0x401052 C = 0x401063 |

= l1=greenedge 2=rededge

3 = blue edge _

= A=0x401030 B =0x401052 C = 0x401063 |

= l1=greenedge 2=rededge

)(.
>

www.coresecurity.com

B
1

C
2\
3

3 = blue edge _

> testl.file_reader()

> test2.file_reader()




SECURITY TECHNOLOGIES

The same graph

EA MLl
00481030 06481620
00461038 0640810620
geue10838 ; nttributes: bp-based Frame aauE1838 © Attributes: bp-based frame
00461038 00401030
ge4816838 ; int _ cdecl file_reader(FILE =stream, int) 884610838 ; int _ cdecl sub_uB81838(FILE =stream, int)
80481838 file_reader proc near a046816838 sub_461838 proc near
00461038 0640810620
804810838 ptr= dword ptyr -4 aeyp18308 ptr= dword ptr -4
004010838 stream= dword ptr 8 ae4p18308 stream= dword ptr 8
804010838 arg_%= dword ptr BCh 864816830 arg_ 4= dword ptr GCh
00481030 0640810620
068481838 push ebp a04681838 push ebp
004016031 mov ebp, esp 86461631 mov ebp, esp
88481833 push ecx 884816833 push ecx:
80481834 push ebx 884810834 push ebx
00401035 mov ebx, [ebp+stream] 88401635 mov ebx, [ebp+stream]
804610838 push ebx ; stream 86481838 push ebx ; stream
80481029 push 1 ;N 88401639 push 1 B
00481038 push y ; size 86461036 push 4 ; size
go46163D lea eax, [ebp+ptr] 86461630 lea eax, [ebp+ptr]
8e481848 push eax ; ptr I 00401848 push eax ; ptr
a6481041 call _fread 98481641 call _fread
goue1046 add esp, 16h _ a84 016846 add esp, 16h
00481049 cnp [ebp+ptr], 186h 964816849 cmp [ebp+ptr], 186h
aaue1058 jg short loc_ 481863 86461650 ja short loc_4081063
3 A
B H Ll EN N Ll
00401052 push ebx : stream 80401052 push ebx ; stream
AA4@1853 push 1 i n 864616853 push 1 pon
88481855 push [ebp+ptr] : size ag481855 push [ebp+pitr] ; Ssize
80401058 push [ebprarg_4] ; ptr 98481058 push [ebp+arg_4] ; ptr
88481658 call _fread aa4a1 858 call _fread
80401060 add esp, 16h 96481860 add esp, 16h
¥
EAN LU EA M Ll
00401063 00481063
804010863 loc_461063: 86461063 loc_h@1863:
00401063 pop  ebx 08461063 pop ebx
804061064 pop ecx 9gue1864 pop ecx
00461065 pop ebp 88481865 pop ebp
80461866 retn gouE1866 retn
0401866 File reader endp 88401866 sSub_4B81838 endp
004681066 88401866
CoOR=
L _—A3=

NESEANCGH & DEVELDPWENT
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\WWe add code

test3.file_reader ()

test2.file_reader ()

[* Read the len */
If (len<=256)
{
[* Read the data */
fread (buffer,len,1,f);

}

www.coresecurity.com

/* Read the len */
if (len <=256)
{
[* Read the data */
fread (buffer,len,1,f);
}

else

{

printf ( "'len error \n"");

}

CoOo=s
L /3=




SECURITY TECHNOLOGIES

test2. file reader vs test3. file reader

=1 I [ENL
Ap4p1838 88481838
ap4up1838 88481838
884081828 ©: nttributes: bp-based Frame 88468108308 ; Attributes: bp-based frame
apup1820 88481838
0040810828 ; int _ cdecl sub_4818208(FILE =stream, int) 80401038 ; int _ cdecl sub_4B81838(FILE =*stream, int)
B8481830 sub_ 4816830 proc near 884010838 sub_481830 proc near
ap4B1820 a8491830
aaLe16838 ptr= dword ptyr -4 80401830 ptr= dword ptr -4
0040108320 stream= dword ptr 8 00461830 stream= dword ptr 8
ag4818308 arg_4= dword ptr BCh 88481838 arg_4= dword ptr OCh
agL81838 ep4p1830
AB461838 push ebp 0684016838 push ebp
004816831 mou ebp, esp 00481831 mov ebp, esp
A04010833 push ecx 0084010833 push ecx
00401034 push ebx 064010834 push ebx
84610835 mou ebx, [ebp+stream] 06401835 mov ebx, [ebp+strean]
AB4B1838 push ebx = stream 004081838 push ebx ; stream
804081829 push 1 :n 064010839 push 1 L
8040810838 push I : size 884810838 push ] ; size
0e4061683D0 lea eax, [ebps+ptr] 004010830 lea eax, [ebp+ptr]
88481848 push eax : ptr 88401648 push eax s ptr
goaB818481 call Fread g8481841 call _Ffread
A
ao04a1049 cmp [ebprpLr], 196n 0a461658 'aIJ shogtploc,hl]ﬂ]ﬁS
AA4NA10858 ja short loc_ 481863 J -
5! v v
BN Ll =] EHH
00401052 push ebx T ctream 88481852 push ebx ; stream| (BB481065
B84 61053 ush 1 : n 884810853 push 1 H || 8040810865 loc_L4B1865: ; "len error *h\n*
P : . 88481855 push [ebp+ptr] ; size 084010865 push offset format
84810855 push [ebp=ptr] ; size BO401058 push  [ebp+arg 4] : ptr pOuO106A call  printf
d8481858 push [ebprarg 4] : ptr 80401658 call  fread 8640106F pop ecx
88481858 call _fread 68401868 add esp, 16h
99401860 add esp. 16n 80401063 jmp short loc_ 461070
I
EA Nl
984810863 00401070
884810863 loc_481863: 06461670 loc_461070:
88481863 pop ebx 084018708 pop ebx
864681864 pop ecx 00481071 pop ecx
86481865 pop ebp 00481072 pop ebp
868481866 retn 068401073 retn
90401066 sub_ 481838 endp 804081873 sub_481830 endp
884610866 840810873

L /3=
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test2.file_reader vs. test3.file reader

= test2.exe

= A=0x401030 B =0x401052 C =0x401063

= test3.exe

= A=0x401030 B =0x401065 C =0x401052 D =0x401070

*
A
B -
C

www.coresecurity.com

B

C
2\

Vs
A

O O W




SECURITY TECHNOLOGIES

Different Graph

BN AN
00461030 00401030
004061030 00401030
#@4@1828 ; Attributes: bp-based fFrame 00401038 ; Attributes: bp-based frame
00461030 00401030
00461020 ; int _ cdecl sub_4B1828(FILE =*stream, int) 00461030 ; int _ cdecl sub_uB183B{FILE *stream, int)
884810838 sub_L481838 proc near 06481838 sub_4@1838 proc near
00461030 86401030
88481830 ptr= dword ptr -4 068401030 ptr= dword ptr -4
08401030 stream= dword ptr 8 00401030 streamn= dword ptr 8
884810830 arg_4= dword ptr 8Ch 06481838 arg_4= dword ptr ACh
aay 61030 aa401030
84610828 push ebp 086401638 push  ebp
00461031 mouv ebp, esp 86481031 mov ebp, esp
00481033 push ecx 00401633 push  ecx
004681034 push ebx 00401634 push  ebx
86481025 nov ebx, [ebp+stream] 080401035 mov ebx, [ebp+strean]
08461028 push ebx : stream 06401038 push  ebx ; strean
08461029 push 1 ;n 00401039 push 1 pn
084081838 push n : size 068401038 push 4 ; size
84610830 lea eax, [ebp+ptr] 068401030 lea eax, [ebp+ptr]
00461040 push eax : ptr 068401848 push eax ; ptr
08481841 call _fread ggﬂmﬂl 5351 _”“g'ah
00u01046 add esp, 10h 00401049 im EEL tr], 106h
00401049 cnp [ebp+ptrl, 190n 00401050 'aIJ shuﬂtpluc,um%S
ae4A10508 ja short loc_401063 J .
% i }
EL [EN L | BN L
00401052 push ebx < <trean a0uB1652 push ebx ; stream| |00401065
98461053 push 1 ? n 00461653 push 1 N 068401665 loc_L4B1665: ; "len error *\n"
p 7 s 084810855 push [ebp+ptr] ; size 00481865 push offset format
00401055 push [ebp+pti] ; size BO4G1058 push  [ebprarg 4]  ; pte | 0OBO106A call  printf
80461858 push [ebprarg_%] ;optr 004B1058 call  Fread 0O0166F pop ecx
884610856 call _fread 98481668 add esp, 16h
aBue1868 add esp. 16h 0841063 jmp  short loc 01870
|
EHHNwu
284081063 00401670
90481863 loc_481863: 00401670 Loc_461670:
80481863 pop ebx 00461670 pop  ebx
06481864 pop ecx aBue1671 pop ecx
88401865 pop ebp 06461672 pop ebp
004681066 retn 6481673 retn
088481866 sub_hB10838 endp Q0461673 sub 461838 endp
088461066 6461673

L /3=
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The call graph heuristic

= fest2.exe

test3.exe

IDEA:
MATCH sub_401030
WITH XXX

sub_ 4071030 _fopen

_fopen

_fread

_opentp

___getfp

_fread

opentp

www.coresecurity.com

___getfp

CoOo=s
L /3=




A place in the world

= fest2.exe test3.exe

DIFFERENT FUNCTION
GRAPH

sub_ 401030 _fopen _fopen
_tread __opentp ___getfp| | _fread __openfp ___getfp
CoA=

www.coresecurity.com
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CLoO =
SECURITY TECHNOLOGIES

Exploring the call graph

= fest2.exe

test3.exe

BY SKIPPING

WE CONFIRM ITS
IDENTITY

UNCERTAIN NODES

PREVIOUSLY
MATCHED

O
annt®
-------
‘‘‘‘‘‘
........
.......
.....
s .
s .
LLY o g
LA .
e 0
-----
------
--------
aunt®

_fopen

opentp

www.coresecurity.com

___getfp

CoOo=s
L /3=




Uncertainty

= test2.exe test3.exe
DIFFERENT
? GRAPH r?
sub_ 401030 _fopen func_aaa
STILL NOT
? MATCHED
@ __opentp ___getfpl func_bbb func_ccc tfunc__ddd
CoOoR=

www.coresecurity.com




SECURITY TECHNOLOGIES

Taking information from ...

2 1, I

an4a1 15

ag4a1 15

geu@1 15 ; attributes: bp-based frame
agya1 s

884810815 check_arguments proc near
aa4a1 815

A4e1815 arg_ A= dword ptr &

an4a1e1s
80481015 push ebp
88481816 mow ebp, esp
28481818 cmp [ebp+arg_8], 3
aeue1Mc jnz Short loc_ 481829
%I
BNl
88481 01E push offset format ; "arguments okiwn"
BASIC BLOCKS 86481823 call _printf
0481828 pop BCX
¥
EIN L
aeL81829
20481829 loc_ L4B1829:
88481829 pop ebp

20481827 retn
80481820 check_arguments endp
a848182A

L /3=

NESEANCGH & DEVELDPWENT
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SECURITY TECHNOLOGIES

Checksumming basic blocks

4 INSTRUCTIONS
9 BYTES
O CHILDREN

{

BNl

ae4e1815

ae4e1815

ge481615 ; Attributes: bp-based frame
ag4e1 815

88481015 check_arguments proc near
aeLe1815

faye1015 arg_ 6= dword ptr 8

aeLe1 815

80481815 push ebp

ag4e1816 movw ebp, esp

0481818 cmp [ebp+arg_8], 3
g848181C jnz short loc_ 481629

-~ CHECKSUM

0 GLOBAL REFERENCES

0 INPUTS
2 OUTPUTS

FALSE CONDITION

TRUE CONDITION

= 0x429

CoOo=s

Q

www.coresecurity.com



A A
CLoO =
SECURITY TECHNOLOGIES

Be careful with this!

BNl

ae4e1815

ae4e1815

ge481615 ; Attributes: bp-based frame
ag4e1 815

88481015 check_arguments proc near
aeLe1815

faye1015 arg_ 6= dword ptr 8

aeLe1 815

80481815 push ebp

ag4e1816 movw ebp, esp

ae4ye1m pbprar 8T
ﬂﬂhﬂ1ﬂ1€ jnz > short 1

=

RELIABLE PART UNRELIABLE PART
SENSITIVE TO CHANGES

CoOo=s
L /3=
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Checksumming basic blocks

1 INPUT
1 OUTPUT

=

UNCONDITIONAL

L
- 3 INSTRUCTIONS %
- 11 BYTES EHILLE;:ILE push offset format : Uarguments okin®
- 1 CHILD 86461823 call  printf ’
- 1 GLOBAL REFER. 68461828 pop _ecx

>. CHECKSUM

0x110059

Q CoOo=s

www.coresecurity.com



SECURITY TECHNOLOGIES

Comparing function checksums

i (]

004010830 ae40168380
88481838 ae461838
8840818308 ; Attributes: bp-based frame 80401038 ; Attributes: bp-based frame
88481838 ae461838
88481838 ; int _ cdecl file_reader{FILE =stream, int) 8046108308 ; int _ cdecl file_reader{FILE =stream, int)
884091838 file_reader proc near 804610838 file reader proc near
88481838 ae461838
ag4e1828 ptr= dword ptr -4 8046108308 ptr= dword ptr -4
88481838 stream= dword ptr 8 0084081838 stream= dword ptr &
88481838 arg_4= dword ptr HCh 88461838 arg_4= dword ptr BCh
ae4e18308 a04018380
CHK 884816838 push ebp CHK 88461838 push ebp
88401831 movw ebp, esp 88481831 mou ebp, esp
X10UACD ] losuesiss muar oo X100AC7 ) oommess pozn ~ ecx
pus ebx pus ebx
88481835 mov ebx, [ebp+stream] 08481835 mou ebx, [ebp+stream]
884816838 push ebx ; stream 88461838 push ebx ; stream
884081839 push 1 ;N 80481839 push 1 H ]
884091838 push 4 ; size 804681838 push 4 ; size
88481830 lea eax, [ebp+ptr] 88461830 lea eax, [ebp+ptr]
88481848 push eax 5 ptr 88481848 push eax ; ptr
884818481 call _Ffread 88461841 call _fread
ae401846 add esp, 18h 80401046 add esp, 18h
884018 [ebp+ptr], 188h a84618. [ebp+ptr], 186h
agua1§58 jg short loc_ 481863 ague1-e ja short loc_481863
BNl BNl
88481852 push ebhx ; stream CHK 88481852 push ebx ; stream
88481853 push 1 HEL 88461853 push 1 HE
CHK 80481855 push [ebp+ptr] ; size 80481855 push [ebp+ptr] ; size
88481858 push [ebp+arg_&4] ; ptr Ox100605 08481858 push [ebp+arg_4] ; ptr
OxlOOGOS 804016858 call _fread 804810658 call _fread
804081868 add esp, 18h 0481860 add esp, 16h
¥
EE MLl BNl
884810863 86401863
884810863 loc_4B1863: 86401863 loc_ 481863 :
CHK gg:g:ggi pop ebx CHK 8481863 pop ebx
pop ecx 86481864 pop ey
0 1D4 ggﬂglggg png ebp OX1D4 00481865 pop ebp
retn 80481866 retn
x 80481866 file_reader endp 80401866 file_reader endp
88481866 00401866
o T
L —A3a=
NESEANCGH & DEVELDPWENT
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SECURITY TECHNOLOGIES

Problem: Dependence of architecture
x86 CHK1l = CHK2 !!

BNl

aa4a1615

aa4a1615

88481815 ; attributes: bp-based frame
aa4a1615

88481015 check_arguments proc near
aa4a1615

ag4p1815 arg_8O= dword ptr 8
aa4a1615

88461815 push ebp

88481816 mov ebp, esp

88401818 cmp [ebp+avrg_@], 3
8848181C jnz short loc_ 481829

%I
BN Ll

88481 81E push offset format ;: Marguments okiwn'
Af4A1823 call _printf
a4 a1 828 pop BeCH

BN

ae461829
G0461829 loc_h4B81829:
804816829 pop ebp

8a48182A retn
88401820 check_arguments endp
aaLa162a

| ARM

==_1 . YA

agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
aaaagi1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agaa1F2Cc
agag1F3a
agaai1F3 L
agaa1Fa3s8
agaa1Fa3acCc
agaa1F 48
agaa1F 4
aa0aa1F 48
agaa1F A
agaa1F5sa

EXPORT _ch
_check__arg

var_18= —8a
var_ 1&4= —8a
var_18= —8a
var_ LC= —8x
var_ 8= —8

var_ L= -—L

sSuB sSP

TR LR
ETR RF
MOU RF
sUB P
ETR (35 ]
ETR R
LDR R3
cCHP R3
BHE 1o

eck arguments
uments

=18
=14
=18
[

= 3P, HE

s [SP,#H8+var_4]

= [SP+8B+uvar_8]

- ISP

= 3P, HE

= [RF , #HO=x18+var_ 147
= [RF¥ . #HO=x18=+var_ 18]
= [RF , #HO=x18+var_ 147
- W3

c_1Fa

Lir

[==_ 1 « VY

a88ag1FSs L4 LDR
a88a1FSs8 AabDD
a88a81F5C BL

R3I, =(anfn
RrRB, PC.
_printFf

rgumentsok — Bx1Fa@)
R3 : "farguments okttt

2

agaaiF7sa
aaaa1F7a

End of fun

w
==_1 . Y}
a8a8a81F G a
a80881FG68 loc_ 1FG68
aaaagi1FG6a HMOoU 5P, RV
a88ag1FG6h LDR Ry, [EP+@x18+var_1a]
agoo1Fs8 LDR LR, [SP.HOx10+var_LC]
aaaag1FG6eCc ADD 5P, 3P, HE
aaaai1F7a BX LR

ction _check_arguments

CoOo=s
L /3=
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= fest2.exe

main

Edges order

test3.exe

main

www.coresecurity.com

sub 401030 |_fopen sub_401030 func_aaa
_fread __opentp ___getfp||func_bbb func_eee func_ccc func_ddd
cCoRAs




A A
CLoO =
SECURITY TECHNOLOGIES

Edges order 1

= fest2.exe test3.exe

_main .

Is It Correct ?

sub_ 401030 _fopen sub 401030 func_aaa
A A’ B’
_fread __opentp ___getfp||func_bbb func_eee func_ccc func_ddd
cCoRAs

www.coresecurity.com



A A
CLoO =
SECURITY TECHNOLOGIES

Edges order 2

= fest2.exe test3.exe

_main .

Is It Correct ?

sub_ 401030 _fopen sub 401030 func_aaa
A B’ A’
_fread __opentp ___getfp||func_bbb func_eee func_ccc func_ddd
cCoRAs

www.coresecurity.com



SECURITY TECHNOLOGIES

NODE 1 vs NODE 2

=1 I [ENL
Ap4p1838 88481838
ap4up1838 88481838
884081828 ©: nttributes: bp-based Frame 88468108308 ; Attributes: bp-based frame
apup1820 88481838
0040810828 ; int _ cdecl sub_4818208(FILE =stream, int) 80401038 ; int _ cdecl sub_4B81838(FILE =*stream, int)
B8481830 sub_ 4816830 proc near 884010838 sub_481830 proc near
ap4B1820 a8491830
aaLe16838 ptr= dword ptyr -4 80401830 ptr= dword ptr -4
0040108320 stream= dword ptr 8 00461830 stream= dword ptr 8
ag4818308 arg_4= dword ptr BCh 88481838 arg_4= dword ptr OCh
agL81838 ep4p1830
AB461838 push ebp 0684016838 push ebp
004816831 mou ebp, esp 00481831 mov ebp, esp
A04010833 push ecx 0084010833 push ecx
00401034 push ebx 064010834 push ebx
84610835 mou ebx, [ebp+stream] 06401835 mov ebx, [ebp+strean]
AB4B1838 push ebx = stream 004081838 push ebx ; stream
804081829 push 1 :n 064010839 push 1 L
8040810838 push I : size 884810838 push ] ; size
0e4061683D0 lea eax, [ebps+ptr] 004010830 lea eax, [ebp+ptr]
88481848 push eax : ptr 88401648 push eax s ptr
goaB818481 call Fread g8481841 call _Ffread
A
ao04a1049 cmp [ebprpLr], 196n 0a461658 'aIJ shogtploc,hl]ﬂ]ﬁS
AA4NA10858 ja short loc_ 481863 J -
5! v v
BN Ll =] EHH
00401052 push ebx T ctream 88481852 push ebx ; stream| (BB481065
B84 61053 ush 1 : n 884810853 push 1 H || 8040810865 loc_L4B1865: ; "len error *h\n*
P : . 88481855 push [ebp+ptr] ; size 084010865 push offset format
84810855 push [ebp=ptr] ; size BO401058 push  [ebp+arg 4] : ptr pOuO106A call  printf
d8481858 push [ebprarg 4] : ptr 80401658 call  fread 8640106F pop ecx
88481858 call _fread 68401868 add esp, 16h
99401860 add esp. 16n 80401063 jmp short loc_ 461070
I
EA Nl
984810863 00401070
884810863 loc_481863: 06461670 loc_461070:
88481863 pop ebx 084018708 pop ebx
864681864 pop ecx 00481071 pop ecx
86481865 pop ebp 00481072 pop ebp
868481866 retn 068401073 retn
90401066 sub_ 481838 endp 804081873 sub_481830 endp
884610866 840810873

L /3=
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SECURITY TECHNOLOGIES

Reliable subgraph

EA MLl

86401030 EAN Ll

aeh el e3la 68481838

@e4@81838 ; nttributes: bp-based frame 004681030 .

aano162a8 88401838 ; Attributes: bp-based frame

884810308 ; int _ cdecl sub_481838{FILE =stream, int) gase1830 .

00461038 sub_ 461820 proc near 88481838 ; int _ cdecl sub_48183B(FILE =*stream, int)

ge4 610838 ggtg:‘lggg sub_481838 proc near

88481638 ptr= dword ptr -4

80401030 St can- duord per s Um0 pir wwore B 4

00401030 arg_4= dword ptr ACh 00401030 arg 4o dword pir  oCh

00401030 ooue1030 P

98481838 push ebp 80401630 push  ebp

004616831 mou ebp, esp 00461031 mou ebp, esp

984016833 push ecx 00401033 push  ecx

864616834 push ebx 068481034 push ebx

864016235 mou ebx, [ebp+stream] 0084681035 mov ebx, [ebp+streanm]

804816238 push ebx : stream 00481038 push ebx ; stream

905061039 push 1 N 80481839 push 1 ;o

88406183B push L ; size @84816836 push N ; size

afLa1830 lea eax, [ebp+ptr] 88481830 lea eax, [ebp+ptr]

868481648 push eax ; ptr 88481848 push eax ; ptr

aahe1841 call _Ffread 284818481 call _fread

0640810646 add esp, 18h 684081046 add esp, 18h

ae401049 cnp [ebp+ptr], 188h 8B4A16849 cmp [ebp+ptr], 186h

ae4e1658 ja short loc_ 481863 08481050 ja short loc_u81065

\} l ¥ %‘
=1 EH N | JEL
804681052 push ebx : stream 88481852 push ebx ; strea a4 a1865 . .
8684810853 push 1 s n 88481853 push 1 , n 08481865 loc_481065: ; "len error *\n
00481055 push [ebp+ptr] : size 88481855 push [ebp+ptr] ; size 88481865 push oFF?et format
00481858 push [ebp+arg 4] : ptr 88481858 push [ebp+arg_A4] s ptr 8848186A call _printf
804816858 call fread 484810858 call _fread a848186F pop BCX
PO4O1860 add esp, 16h 864561860 add esp, 19n
= 80481863 jmp short loc_481878

ER N Ll BN L

a6481863 #e4810878

a8481863 loc_ 481863 AB4B1070 loc 4816878:

88491863 pop ebx 08401070 pop ebx

004081864 pop ecx 86481871 pop ecx

af4e1865 pop ebp 88481872 pop ebp

a048108466 retn 884610873 retn

a0481866 sub_L4B1838 endp 8084810873 sub_481030 endp

804810866 4810873

— —

CoOR=
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SECURITY TECHNOLOGIES

Following the call graph 1 ... 2>

BN BN
afya183a
aeap1@30 : : :
004010830 : Attributes: bp-based frame ; Attributes: library function bp-based Frane
afLa1e2a = . . , .
08401030 ; int _ cdecl sub_A4B1038{FILE =stream, int) ; size_t _ cdecl fread{void =ptr, size_t size, size_t n, FILE =strean)
00401030 sub_ 461636 proc near =fread: proc. near
a8481638
00461030 ptr- dword ptr -4 gg;;_dgxgdp;:r ﬁﬂl:h
aa4e1838 stream= dword ptr 8 n= dword ptr 16h
aa481838 arg_4%= dword ptr BGCh strean= dword ptr  14h
a0y 810838
a8481838 push ebp push ebp
a6481631 mov ebp, esp noy ebp, Esp
28481833 push BCx push ebx
ag481034 push ebx push esi
88481835 mov ebx, [ebp+stream] Aoy esi, [ebp+size]
884810828 push ebx : stream test esi, esi
88481829 push L] : jnz short loc_ 483008
864010838 push in B 1
004810830 lea eax, [ebp+ptr ¥ ¥
00461040 push eax : ptr E 1M E LT
aahe1841 call _Ffread xor edx, eax
aene1 0646 add esp, 18h jmp short loc_483D27 loc_L483Das :
0684010849 cmp [ebp+ptr], 1886h ROy ebx, esi
aaLe1058 ja short loc_ 481863 noy eax, [ebp+strean]
\? | 1rlu; ebx, [ebp*n]
4 push  cbx
BN 4 rpmu ede
a8481852 push ebx ; stream push edx
88481853 push 1 s n call sub__LHBIRCE
08481855 push [ebp+ptr ; size add esp, OCh
88481858 push [ebp+argfh] ; ptr sub ebx, eax
0401858 call _fread nov eax, ebx
004081060 add esp, 16h Hor edx, edx
div esi
- |
BN BN -
a8481863
00401863 loc_481063: s aoan .t
80401863 pop ebx pop i
afLe1864 pop ecx pop Bh|
af4e1865 pop ebp pop ebp
ag4810866 retn retn
a0481866 sub_L4B1838 endp _fread endp
apL a1 866

L /3=
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SECURITY TECHNOLOGIES

Following the call graph 2 ... 2>

E N BEHLL
ge4p10830
86401030 : :
80481838 ; nttributes: bp-based frame ; Attributes: library function bp-based Frane
gg:g}ggg :int _ cdecl sub 4B103B(FILE xstrean, int) ; size_t _ cdecl fread(void =ptr, size_t size, size_t n, FILE =streamn)
00461030 sub_LG1630 proc near _Fread proc near

ao4p1030

0804010830 ptr= dword ptr -4
0804010830 stream= dword ptr &
88481838 arg_bL= dword ptr OCh

ptr= dword pktr 8
size= dword ptr GCh
n= dword ptr 18h
strean= dword ptr 14h

ge4p10830

88481838 push ebp push ebp

984810831 mov ebp, esp now ebp, esp

80401833 push ecx push ebx

88481834 push ebx push esi

88481035 mov ebx, [ebp+stream] nov es5i, [ebp+size]

00401038 push ebx H test esi, esi

88481839 push 1 H jnz short loc_ 463008

88401038 push y : ]

06461030 lea eax, [ebp+ptr ¥ ¥
804010848 push eax

00401041 call _fread C LI xor eax, eax B HLL

00401046 add esp, 16h jmp short loc_4@83D27 loc_L@3Das:
80481049 cmp [ebp+ptr], now ebx, esi
88401050 ja short 1 noy eax, [ebprstrean]

imul ebx, [ebp*n]
¥ 4 ¥ push eax
HHNw ) 4 HNLL push ebx
A0481652 push  ebx ; strean| (80401065 nov edx, [eb
08401853 push 1 in 80401865 loc 481865 : ; "len error *\n" push edx

86461655 push  [ebp+p i size ||0Bu81665 push  offset Format call b oS
004016858 push [eb g_4] ; ptr 8048186 call _printf :uh :g:' eax
9040816858 call _fread B048186F pop ecx ROy eax' ebx
Ae4A1860 add esp, 16h e Gl ad
ap4e10563 jmp short loc_ 4818708 div esi'
| |
¥y
EAHIL
loc 403027 :
00481870 pop ebx pop esi
28481871 pop ecx pop el
20481872 pop ebp pop ebp
24810873 retn retn
80481073 sub_461830 endp _fread endp
foLp1873

L /3=
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The Correct Edges Order

= fest2.exe test3.exe

_main .

It is Correct !

sub_ 401030 _fopen sub 401030 func_aaa
A A’ B’
_fread __opentp ___getfp||func_bbb func_eee func_ccc func_ddd
cCoRAs

www.coresecurity.com



Fixed Points

= Reliable points from which we can start to
match functions.

= |t Is the first thing to do.

" If we dont’t have Fixed Points the
function matching is more difficult.

CoOo=s
L /3=
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Fixed Point Example

= fest2.exe test3.exe

sub 401030 |_fopen sub_401030 func_aaa
_fread __opentp ___getfp||func_bbb func_eee func_ccc func_ddd
cCoRAs
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SECURITY TECHNOLOGIES

Another Example g
88a81F2C
88a81F2C
88001 F2C
88881 F2C EXPORT _check_arguments
88881 F2C _check_arguments
=1, I 88001 F2C
agap1015 d88681F2C var_ 18= —@x18
a4 a1 815 88881 F2C wvar_14= —8=x14
80401815 ; Attributes: bp-based frame 2L war_1p= —0x10
aa4a1815 888A1F2C var_ 8= -8
@0401615 check_arguments proc near gggg:igg var_h= —4
084081015 88EA1F2C SUB SP, SP, HS
88481815 arg_#©= dword ptr & dae81F2a8 STR LR, [SP.HE+var_ u]
Aa4a1 645 88EA1F34 STR R7, [SP+8+var 8]
p P DDDD1F3C SUB SP. SP, H8
a0481816 mov ebp, esp @0881F48 STR RB, [R7,#0x18+var 14]
004016818 cnp [ebp+arg 8], 3 B8aA1FaL STR R1, [R7,#8x18+uvar_ 18]
88481681C jnz short loc 481829 i Ene LDR i S
\} | B0881F58 BHE loc_1F608
Lir
EAN Ll EE Nl

80468101E push
pe4A1023 call
00401028 pop

offset format
_printf
ECX

“arguments okkn"

T \

888a1F54 LDR
a8aa1FS8 ADD
88081 F5C BL

R3, =(aArgumentsO
RB, PC, R3 farguments nk">
_printFf

v ¥

—

:=_ 1 . Y
00001FG 0
i, H Ll 80001F58 loc_AF
fong1629 AAB\A1FG8 HO SP, R7
80401829 loc_ 4B1829: EE, E§§+3313333§;13}
Sountezn reen e ST
retn 00081F7 0 BX LR
80481827 check_arguments endp 4(”””—BBBB1F?B ;: End of function _check_arguments
gase162a FIXED 880a1F7 A
F)()]:hrT' I::E:ii=!E§§
L _—A3=
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Other info we can use...

= Imported function names ( eg.
LoadLibrary )

= Strings ( eg. “arguments 0k™)
= Vtables

= Global variables

= Constants

= Etc ...

@ CoOo=s
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Problems

= Shared Basic Blocks between different
functions

= Reverted Conditions ( reordered basic blocks
TRUE->FALSE, FALSE~> TRUE)

= JUMPs added (reordered basic blocks)

= Different registers used to represent the
same variable

CoOo=s
L /3=
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Detecting Possible Code Theft

= Problems:

— The differ has to deal with:
» Independent Function Positions
» Partial Matches
» Different Compilers
» Different Architectures

@ CoOo=s
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Detecting Possible Code Theft

= Heuristics:

—Looking for matches
» Functions graph ( flow chart)
»Partial calls graph ()
»Strings ( Very useful )

—An expert has to confirm it !!!

CoOo=s
L /3=




The Turbodiff Project

= Researched by Nicolas A. Economou

= [Independent Investigation

= Developed on C++

= More than 7300 lines of code ( ver 1.01brl)
= Architecture Independent Diffing

= QOriented to detect changes ( for now ... )

= |t works best with binaries compiled by the
same compiler ( for now ... )

CoOo=s
L /3=
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SECURITY TECHNOLOGIES
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TURBODIFF:

— VERSION 1.01 beta release 1

MACHINE:

— AMD ATHLON 2800+ 1.8 GHz

— 1 GB RAM

SOME TESTS:

— TEST1.EXE/TEST2.EXE (PRESENTATION)

— VMM.SYS (MS09-033)

— SRV.SYS (MS08-063)

— EXCEL.EXE (MS09-021) @‘Eggg




= testl.exe/test2.exe
—338 functions vs 338 functions

= Results:

— Elapsed time: 1.5 seconds
— Match: 335 identical, 1 changed, 2-2 unmatched

CoOo=s
L /3=
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= vmm.sys ( Virtual PC) ( MS09-033)
— 552 functions vs 554 functions

= Results:

— Elapsed time: 2.5 seconds
— Match: 436 identical, 103 changed, 13-15 unmatched

CoOo=s
L /3=
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= srv.sys ( Windows SMB ) ( MS08-063 )
— 766 functions vs 766 functions

= Results:
— Elapsed time: 5 seconds
— Match: 667 identical, 97 changed, 2-2 unmatched

CoOo=s
L /3=
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= excel.exe (MS09-021)
— 21539 functions vs 21334 functions

= Results:
— Elapsed time: 210 seconds
— Match: 20766 identical, 359 changed, 414-209 unmatched.

CoOo=s
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A A
CLoO =
SECURITY TECHNOLOGIES

DEMO: MS09-038

Microsoft Security Bulletin MS09-038 - Critical
Vulnerabilities in Windows Media File Processing Could Allow Remote Code Execution (971557)

Published : August 11, 2@

Vulnerability Information

Severity Ratings and Vulnerability Identifiers

@ Malformed AVI Header Vulnerability - CVE-2009-1545 >

AVI Integer Overflow Vulnerability - CVE-2009-1546

Q CoOo=s

www.coresecurity.com



Immunity Challenge

= EkoParty Reverse && GO challenge

— http://www.immunityinc.com/contest-
es.html

= Find a bug in a XML Parser

@ CoOo=s
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