Benefits

e Faster deployment — installs
on global networks in days instead
of months to lower your cost

of ownership and lower IT risk.

Auto-Discovery — automatically
tracks, secures and reports your
privileged identities, systems, and
account interdependencies with
minimal manual intervention.

Easier Integration — Core PAM
works with your helpdesk software,
SIEM, multi-factor authentication,
and more.

Platform Architecture — using
industry standard Web services
architecture, Core PAM integrates
with any Identity and Access
Management system to promote
quick adoption, providing users
with missing IAM capabilities
through a familiar interface.

Simpler Maintenance — built on
open and documented databases,
full upgrades are included in your
cost of support and are installed
quickly by your own [T staff,
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Core PAM

Privileged Access Management

Discover, Control and Monitor Privileged Accounts
and their Activity

Every organization has elevated non-restrictive access to critical IT assets also known
as privileged access. These privileged accounts are important for any business to get
their jobs done however, they also require continuous monitoring and auditing. With
constrained, manual resources, it is not always possible to have clear visibility into
these accounts. Thus, to gain the much needed visibility and access rights of these
accounts, organizations need a complete holistic solution enabling them to be in
control of their privileged account activities.

Core PAM allows you to do all this. It enables you to automatically discover, provide
access control, secure and audit privileged activity by giving you enhanced visibility,
continuous autodiscovery, much needed automation and encrypted password data
store. With Core PAM, you are in control of your organization’s privileged account
activity, which means more efficiency, better audits and improved security posture.
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OCOR E DAN/  Managed Passwords Signed in as: SHIELDOPS\agentcoulson n
Passwords ~ Systems ~ Accounts ~ Requests ~ Auditing ~ Operations » Settings ~

QFilters || 4

System Name  Account Type Account Name Last Change Time A
shieldops.local Windows Account 2 ironman u ® > 4/18/2016 3:51:35 PM
DEMOAAD-DS9 Azure Active Directory Account G Spock.Schn-Tgai@cloudadminthecloudcreds.onmicrosoft.com b4 2/26/2016 7:32:28 PM
shieldops.local ~ Windows Account C captainamerica ® > 2/25/2016 3:49:26 PM
QUINJET Linux Account 2 root > 2| 2/17/2016 3:31:37 PM
DEMOAAD-DS9 Azure Active Directory Account  C Tuvok.Shakur@cloudadminthecloudcreds.onmicrosoft.com > 2/11/2016 8:26:19 PM
DEMOAAD-DS9 Azure Active Directory Account  C William Riker@cloudadminthecloudcreds.onmicrosoft.com > 2/11/2016 8:25:33 PM

DEMOAAD-DS9 Azure Active Directory Account G TPol.Vulcan@cloudadminthecloudcreds.onmicrosoft.com u > 2/11/2016 8:24:23 PM

DEMOAAD-DS9 Azure Active Directory Account  C docs@cloudadminthecloudcreds.onmicrosoft.com > 2/11/2016 8:24:02 PM




Increase Compliance
\/ and Reduce Threat Surface

Due to the frequency and seriousness of breaches caused

by privileged account misuse, compliance requirements

have increased. This means that to be compliant with SOX,
HIPPA, PCI-DSS, FISMA and other mandates, you need an
automated, comprehensive credentials management process
for privileged accounts. Core PAM helps organizations achieve
compliance through its strategic comprehensive offering that's
quick to deploy and easy to maintain.
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Automating the credentials management process for privileged
accounts can help improve the efficiency of IT operations. With
Core PAM, you can automatically track, secure and report your
privileged identities, systems and account interdependencies
with minimal manual intervention. With clear visibility and
control on these privileged accounts, you can now be more
efficient and focus on other business critical activities.

Automate and
Increase Efficiency

f J‘ Faster Deployment
R

You want your selected solution to deploy quickly so that

you can start strategizing and securing your organization’s
privileged access. While most solutions can take months to
truly deploy, Core PAM installs quickly on global networks with
minimal effort on your part, hence lower cost of ownership.
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IT applications exists in silos and thus you need a solution
that can integrate with your other business critical solutions.
Moreover, you need something that’s easy to maintain and
support so that you are spending more time utilizing its
benefits and less time supporting it. Core PAM makes it easy
for you to integrate with your help desk software, SIEM, multi-
factor authentication analytics and is easy to maintain. It's built
on open and documented databases with full upgrades built
into your support cost and can be quickly installed by your
own [T staff.

Easy to Integrate and
Simple to Maintain

Core PAM allows you to discover and supervise privileged account access to ensure compliance, efficiency, visibility and
superior security. To learn more about Core PAM, its specifications and how it could work in your environment, schedule a

demo or contact us at info@coresecurity.com or (678) 304-4500.

ABOUT CORE SECURITY

Core Security provides companies with the security insight they need to know who, how, and what is vulnerable in their organization.
The company’s threat-aware, identity & access, network security, and vulnerability management solutions provide actionable insight
and context needed to manage security risks across the enterprise. This shared insight gives customers a comprehensive view of their
security posture to make better security remediation decisions. Better insight allows organizations to prioritize their efforts to protect
critical assets, take action sooner to mitigate access risk, and react faster if a breach does occur.

Core Security is headquartered in the USA with offices and operations in South America, Europe, Middle East and Asia. To learn more,

contact Core Security at (678) 304-4500 or info@coresecurity.com
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