
the best offensive 
players in security

You don’t have to buy everything on the market or the 
grandest tool all at once.

Focus on the seemingly little precautions so that you are 
proactive in regards to cybercrime.

This could be company-wide password resets, access 
management or routine software updates.

Their mission will be to emulate the actions of a bad 
actor through a penetration test and see how far into 
your environment they can get.

This is the group that is actually running the pen-tests to 
mimic the actions of an attacker.

Normally, this team will be from an external source who 
will look at your network unbiasedly and 
comprehensively.

Your internal group whose intent is to defend against 
the Red Team -- and any bad actors.

This group is actually your defense. But they need to 
practice and compete against your red team in a 
controlled environment.

This is the team that works to put the findings of 
both the Red Team and Blue team together.

They take the defensive tactics from the Blue 
Team and the known threats from the Red-Team to 
put together the best offense - and defense 
- against threats out there.

at the end of the day, it takes a team. 

Determine where you can start and what makes the most sense for 
your company today while looking to grow and develop further to 

stay ahead of the attackers out there.
For more information, check out our offerings at coresecurity.com

start small

hire an ethical hacker 

red team

blue team

purple team
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