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WiFi Report

Monday, May 24, 2010

This report provides information about all the known WiFi relationships that have been discovered as part of this
penetration test.

Client to Access Point relationships are shown (Client <--> BSSID/ESSID [many to many]) with AP/Firmware/device
fingerprinting information.

Access Point Information - BH_Guest

ESSID: BH_Guest
BSSID: 00:17:9a:0d:29:ad
Channel: 1

Signal: -80

Signal Quality: 50

Noise: -100

SNR: 20
Security: WPA

Authentication Suites: PSK
Multicast Cipher Suite: TKIP
Unicast Cipher Suites: TKIP
Clients

00:22:68:90:29:55
00:22:5f:17:52:eb
40:d3:2d:ee:26:b9

Access Point Information - GuestWireless

ESSID: GuestWireless
BSSID: 00:1f:6¢c:ab:e5:82
Channel: 6

Signal: -93

Signal Quality: 17

Noise: -100

SNR: 7

Security: None
Authentication: None

Cipher Suite: None

Access Point Information - BH_Guest

ESSID: BH_Guest
BSSID: 00:17:9a:0d:29:fb
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Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

Clients

00:22:5f:17:52:eb

-100
16
WPA
PSK
TKIP
TKIP

Access Point Information - bertha

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise

SNR:
Security:

Authentication:
Cipher Suite:

bertha
00:14:bf:43:3¢:20
6

-92

20

-100

8

None

None
None

Access Point Information - GuestWireless

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise

SNR:
Security:

Authentication:
Cipher Suite:

GuestWireless
00:1f:9e:28:eb:c2
6

-94

15

-100

6

None

None
None

Access Point Information - GuestWireless

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:
Authentication:
Cipher Suite:

GuestWireless
00:1:9e:29:2d:02
6

-93

17

-100

7

None

None

None

Access Point Information - WiFi

ESSID:

WiFi
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BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

00:1f:6¢:ab:e5:80
6

-92

20

-100

8

WPA2

PSK

TKIP

CCMP

Access Point Information - NRI

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

Clients
00:1b:77:38:4d:7a

NRI
00:1a:70:4b:e5:68
6

-91

22

-100

9

WPA

PSK
TKIP
TKIP

Access Point Information - vmcorelab-b.com

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

Clients
00:22:5f:6b:f1:1b

vmcorelab-b.com
00:06:25:25:57:6d
6

-40

100

-100

60

WEP

None
WEP

Access Point Information - WiFi

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

WiFi
00:1f:9e:28:eb:c0
6

-93

17

-100

7

WPA2
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Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

PSK
TKIP
CCMP

Access Point Information - GuestWireless

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

GuestWireless
00:1f:6c:ab:e8:82
(N

-95

12

-100

5

None

None
None

Access Point Information - WiFi

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

WiFi
00:1f:6c:ab:e8:80
1M

-98

5

-100

2

WPA2

PSK
TKIP
CCMP

Access Point Information - Flame

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

Flame
00:1b:2f:0c:f0:60
11

-88

30

-100

12

WPA

PSK
TKIP
TKIP

Access Point Information -bh

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

bh
00:23:04:30:5¢:90
10

-75

62

-100

25

WPA2
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Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

PSK
CCMP
CCMP

Access Point Information - GuestWireless

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

GuestWireless
00:1f:9e:40:49:b2
11

-88

30

-100

12

None

None

None

Access Point Information - RDW-2xT1

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

RDW-2xT1
00:23:69:b3:a3:7b
1

-84

40

-100

16

WPA2
PSK

TKIP
CCMP

Access Point Information - WiFi

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

WiFi
00:1f:9e:40:49:b0
11

-92

20

-100

8

WPA2

PSK
TKIP
CCMP

Access Point Information - AMG

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

AMG
00:12:17:aa:13:be
11

-87

32

-100

13

WPA
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Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

PSK
CCMP
CCMP

Access Point Information - Panasonic Display1

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

Panasonic Display1
ae:5c:fb:30:ed:1a
11

-96

10

-100

4

None

None
None

Access Point Information - spyhook

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

spyhook
00:12:43:1a:71:50
2

-95

12

-100

5

WPA
PSK
TKIP
TKIP

Access Point Information - spyhook

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

spyhook
00:0f:f7:c3:b2:80
3

-87

32

-100

13

WPA

PSK
TKIP
TKIP

Access Point Information - wifi

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

wifi
00:22:6b:67:¢c8:0a
7

-94

15

-100

WPA
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Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

PSK
TKIP
TKIP

Access Point Information - bh

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

Clients
00:26:¢6:72:04:24

00:26:4a:d2:bd:c3

bh
00:23:04:30:44:a0
8

-73

67

-100

27

WPA2

PSK
CCMP
CCMP

Access Point Information - <Unknown>

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

<Unknown>
00:23:33:20:2b:c0
7

-87

32

-100

13

WPA2

PSK

TKIP
CCMP

Access Point Information - SnakeTen

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

SnakeTen
00:1b:8b:46:€6:63
13

-91

22

-100

9

None

None
None

Access Point Information - demo

ESSID:
BSSID:
Channel:

demo
00:18:39:ec:c6:19
4
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Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

Clients
00:21:6a:2b:31:d2

f8:1e:df:d8:1d:63
00:1d:e0:90:30:eb
00:26:¢6:6b:e3:60
00:1f:3b:38:ba:05
00:21:6a:65:47:72

35
-100
14
WPA2
PSK
CCMP
CCMP

Access Point Information - <Unknown>

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

<Unknown>
00:23:33:20:50:51
9

-84

40

-100

16

WPA2

PSK
TKIP
CCMP

Access Point Information - <Unknown>

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:
Multicast Cipher Suite:
Unicast Cipher Suites:

<Unknown>
00:23:33:20:2c:a0
9

-83

42

-100

17

WPA2

PSK
TKIP
CCMP

Access Point Information - <Unknown>

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

<Unknown>
00:23:33:20:2c:a1
9

-84

40

-100

16

WPA2
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Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

PSK
TKIP
CCMP

Access Point Information - linksys123

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

linksys123
8e:a4:27:3b:78:13
10

-93

17

-100

7

None

None
None

Access Point Information - <Unknown>

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

<Unknown>
00:1d:70:f4:30:01
5

-76

60

-100

24

WPA2

PSK
TKIP
CCMP

Access Point Information - JSICAP

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

JSICAP
00:1d:70:f4:30:00
5

-77

57

-100

23
WPA2
PSK
TKIP
CCMP

Access Point Information - spectre

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

spectre
00:26:99:d7:3f:80
10

-93

17

-100

7

WPA2
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Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

PSK
TKIP
TKIP

Access Point Information - spyhook

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

spyhook
00:0f:f7:bf:2d:40
10

-90

25

-100

10

WPA

PSK
TKIP
TKIP

Access Point Information - GuestWireless

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

GuestWireless
00:1f:9e:29:11:92
1

-90

25

-100

10

None

None
None

Access Point Information - WiFi

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

WiFi
00:1f:9e:29:11:90
1

-90

25

-100

10

WPA2

PSK
TKIP
CCMP

Access Point Information - RDW-Wireless00

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

RDW-Wireless00
00:11:21:dc:1d:80
1

-84

40

-100

16

WEP
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Authentication: None
Cipher Suite: WEP

Clients
00:1f:5b:cc:59:99

f8:1e:df:e5:7c:ea
00:18:de:32:6f:a2
c4:17:fe:1f:4b:b4
00:21:6a:6b:9a:2a
00:22:fb:72:b5:7¢
00:21:6b:43:83:50

Access Point Information - BH_Guest

ESSID: BH_Guest
BSSID: 00:17:9a:0d:29:f9
Channel: 1

Signal: -58

Signal Quality: 100
Noise: -100

SNR: 42
Security: WPA

Authentication Suites: PSK
Multicast Cipher Suite: TKIP
Unicast Cipher Suites: TKIP
Clients

00:25:57:7f:66:00
00:12:0e:92:a2:65
90:4c:e5:e0:cb:44
00:22:68:90:a9:5¢
00:1d:fe:a2:b2:c3
00:24:9f:ac:e5:d8
04:1e:64:3e:e0:a2
00:21:€9:84:a0:85
00:26:08:9e:57:1b

Access Point Information - AMG

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:

Noise:
SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

AMG
00:0f:66:18:3f:89
1

-84

40
-100
16
WPA
PSK
CCMP
CCMP

Access Point Information - vmcorelab-a.com
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ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

Clients

00:22:5f:6b:f1:1b

vmcorelab-a.com
00:0f:66:€9:ee:6a
6

-69

77

-100

31

WPA2

PSK

CCMP

CCMP

Access Point Information - BUILDIUM

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

BUILDIUM
00:1f:d0:05:1f.e9
6

-75

62

-100

25

WPA

PSK

TKIP
TKIP

Access Point Information - RDW-Wireless01

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

Clients

00:15:00:43:e8:99

RDW-Wireless01

00:23:69:5b:76:2¢

7

=77
57
-100
23
WEP

None
WEP

Access Point Information - 4th Floor

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

4th Floor
00:0c:41:12:41:16
6

-89

27

-100

11

WPA
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Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

Clients

64:b9:e8:fa:e3:f5

PSK
TKIP
TKIP

Access Point Information - VMCorp-Net

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

VMCorp-Net
00:14:6¢:50:8f:.ae
11

-42

100

-100

58

WPA

PSK
TKIP
TKIP

Access Point Information - Panasonic Display1

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:
Noise:

SNR:

Security:
Authentication:
Cipher Suite:

Panasonic Display1
9a:85:0d:f2:54:48
11

-89

27

-100

11

None

None
None

Access Point Information - VMCorelLab-32

ESSID:

BSSID:

Channel:

Signal:

Signal Quality:

Noise:

SNR:

Security:
Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

VMCorelLab-32
00:21:91:d8:1e:a9
3

-76

60

-100

24

WPA

PSK
TKIP
TKIP

Access Point Information - 1100

ESSID:
BSSID:
Channel:
Signal:

Signal Quality:

1100
00:1e:e5:42:1d:2d
9

-82

45
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Noise:
SNR:
Security:

Authentication Suites:

Multicast Cipher Suite:
Unicast Cipher Suites:

-100
18
WPA
PSK
TKIP
TKIP
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Index

Content:

E
(]
[]

BH_Guest:
GuestWireless:
BH_Guest:

bertha:
GuestWireless:
GuestWireless:
WiFi:

NRI:
vmcorelab-b.com:
WiFi:
GuestWireless:
WiFi:

Flame:

bh:

GuestWireless:
RDW-2xT1:

WiFi:

AMG:

Panasonic Display1:
spyhook:

spyhook:

wifi:

bh:

<Unknown>:
SnakeTen:

demo:

<Unknown>:
<Unknown>:
<Unknown>:
linksys123:
<Unknown>:
JSICAP:

spectre: 9
spyhook: 10
GuestWireless: 10
WiFi: 10
RDW-Wireless00: 10
BH_Guest: 11
AMG: 11
vmcorelab-a.com: 1
BUILDIUM: 12
RDW-Wireless01: 12
4th Floor: 12
VMCorp-Net: 13
Panasonic Display1: 13
VMCorelLab-32: 13
1100: 13
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