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As a security professional, it’s my job to know 
– not guess – the exact risks that devices pose 
to an organization’s network. I’m in a constant 

race to help others understand mobile device security 
risks before it’s too late. In my experience, the easiest 
way to demonstrate risk is to show just how easy it is 
to actually exploit and extract data from devices with 
others looking over my shoulder. 

Hackers Target Mobile Devices
It’s no surprise that mobile devices are an attractive 
target for hackers. They are powerful little computers 
that encourage users to store important data and 
information locally and on apps. Unfortunately, many 
users make the mistake of thinking that their devices 
are secure simply because they don’t have wires 
coming out of them. 

Knowing the risks that mobile devices pose, it’s 
hard not to become the no man. I know first-hand how 
tempting it is to say no to users requesting access to 
corporate email and file shares on a growing number 
of diverse devices. There’s simply too much risk. What 
makes it even harder is saying no without being able 
to demonstrate how devices can expose users and 
organizations to risk of data theft and corruption, which 
certainly doesn’t help ones reputation.

And let’s face it, reputation counts. I love the IT Crowd 
as much as the next guy, but I want to be seen as a 

business enabler. I have spent a lot of time proving to 
business executives that baking security into initiatives 
early can lead to a smoother project. Not security for 
the sake of it, but security that helps ensure the system 
is more stable and reliant. I don’t want to ruin the result 
of the hard work to understand the critical goals of the 
business groups just to turn around and say no to every 
mobile request that comes in.

Criteria for Testing Mobile Devices
I’ve gotten smart about mobile device security and I’ve 
established criteria by which the security of any mobile 
device can be physically tested. This isn’t a paper 
exercise, but an actual attempt to break into devices 
and extract data. 

The fun part is performing tests in front of device 
owners. Nothing says permission to exploit like having 
them click on the link!

The criteria can be boiled down to two categories:

•  How easily is the business able to control the 
device and the data on it?

•  How easily is an attacker able to control the device 
and the data on it?

Business control is fairly straight forward. If an 
organization can’t remotely configure, update or wipe 
the device, then it is in trouble. 

Mobile devices pose significant security risks for today’s 
organizations. Don’t believe me? In the past six months alone, I 
have exploited and extracted data from iPhones and iPads a few 
hundred times. 

Are Your Devices 
Secure?
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Attacker control, however, is a bigger worry. If an 
organization can’t leverage the commercial-grade 
equivalent of the exploits and techniques used by 
attackers, they are only measuring how to manage 
the device. It’s like ranking missile defense systems 
by how easy each is to launch without ever testing 
the capability the system has to actually prevent 
an attack from being successful. Simply put – if a 
device is easier for an attacker to control than it is 
for IT operations to control, the risk obviously isn’t 
worth it. 

Simplifying Risk with a Pen Testing Solution
Professional pen testing products make performing pen 
tests and understanding risk simple. Pen test solutions 
allow organizations to run pen tests against servers, 
web applications, end users (via email), the new WiFi 
network they just added to the conference room, or my 
personal favorite, the multi-vector attacker where they 
bounce from one vector to another. 

It’s absolutely critical to perform pen testing against 
your organization’s mobile devices. Pen testing 
produces real world metrics on how devices stack 
up against security criteria, which every business 
unit can understand. Knowing this, organizations can 
make informed decisions to determine if mobile device 
security risks are acceptable to the business.

The beauty of a well thought out mobile penetration 
testing plan is that every time you exploit someone’s 
phone and show the data that can be exposed, they 
thank you. For me, I just look them in the eye and tell 
them not to thank me – it’s my job.

ALEX HORAN
Alex Horan is a product manager at Core Security (http://
www.coresecurity.com/), a security test and measurement 
company that helps more than 1,300 enterprises and 
government organizations worldwide address and manage 
critical online threats throughout the entire IT infrastructure. 
Alex can be reached at ahoran@coresecurity.com.

http://www.coresecurity.com/
http://www.coresecurity.com/
mailto:ahoran@coresecurity.com
http://pentestmag.com?a_aid=krzysztofmarczyk&a_bid=163efff7

	Cover

	EDITOR’S NOTE
	CONTENTS 1

	CONTENTS 2

	Penetration Testing for iPhone and iPad Applications

	Is That A Phone In Your Pocket Or Are You Scanning My Network?

	Interview with 
Gary McGraw
	Next Generation 
Penetration Testing
	A Beginners Guide To 
Ethical Hacking
	Achieveing Better 
Outcomes
	Getting To Know Yourself Before The Others Do

	The Hacker, the Merchant and the Online Heist

	Pen Testing From an Android Mobile Device

	Are Your Devices 
Secure?



