
Microsoft Word Malformed FIB Arbitrary Free Vulnerability 

 

This document explains a little bit more the bug described in Core Security advisory CORE-2008-

0228, available at: http://www.coresecurity.com/content/word-arbitrary-free 

 

To construct a PoC file that demonstrates this bug, we create a Word 2007 file and then change the 

byte at offset 0x4f0 (FIB field  lcbPlcfBkfSdt). 

 

By simply changing this byte from 0 to 1, we obtain a malformed file that will make vulnerable 

Word versions crash when closing the file (this trick was detected using automatic fuzzing). This 

can be improved to make Word crash when opening the file, by changing some other values. 

 

 

Below is the location where an arbitrary pointer can be changed to choose the address that will be 

used as parameter of the free function. If the value in lcbPlcfBkfSdt field is 0 then this pointer 

has no effect. But if this value is 1, then modifying this arbitrary pointer will cause the free function 

to close the program. 

 

 

http://www.coresecurity.com/content/word-arbitrary-free


 

In the next screenshot we see that before calling __MsoPvFree three CPU registers are under 

control of the person crafting the Word document. 

 

 

If we change the value 0x41414141 for a different one, for example 0x10004, we avoid the crash. 

 

 



We see that the execution of __MsoPvFree is reached with two controlled values, the pointer that 

was directly changed in the .doc and the content of that memory position. That is, both of them are 

controlled, one directly and the other in an indirect manner, thus we can fully control the effect of 

the free function. 

 

 

 

The exploitation of this bug depends on the construction of a file such that different arbitrary blocks 

are allocated when closing the file before the free is called. A malicious result can be obtained, 

however this scenario is very complex because of the limitations of the __MsoPvFree API, 

including checks that make the exploitation more difficult. 

 

Credit to Ricardo Narvaja, Core Impact's Exploit Writing Team, Core Security Technologies. 

 


